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ARTICLE INFO ABSTRACT

Keywords: Smart homes are increasingly vulnerable to cyberattacks that lead to network instability, causing homeowners
Smart home to lodge complaints with their Broadband Service Providers (BSPs). Therefore, effective and timely detection
Internet Off Things (IoT) of cyberattacks is crucial for both customers and BSPs. Address Resolution Protocol (ARP) spoofing is one of
ARP spoofing

the most common attacks that can facilitate larger and more severe follow-up attacks. Unfortunately, there
are currently no methods that can effectively detect and mitigate ARP spoofing in smart homes from a BSP’s
perspective. Current Machine Learning (ML)-based methods often rely on a single dataset from a controlled lab
environment designed to mimic a single home, assuming that the results will generalize to all smart homes.
Our findings indicate that this assumption is flawed. They are also unsuitable for smart homes from a BSP’s
perspective, as they require custom applications, introduce additional overhead, and often rely on the injection
of probing traffic into the network. To address these issues, we developed an algorithm that can detect ARP
spoofing in smart home networks, regardless of the network structure or connected devices. It uses a cross-
protocol strategy by correlating ARP packets with Dynamic Host Configuration Protocol (DHCP) messages to
validate address bindings. We evaluated our method using four public datasets and two real-world testbeds,
achieving 100% detection accuracy in all scenarios. In addition, the algorithm requires only little computational
overhead, confirming its suitability for use by BSPs to detect and mitigate ARP spoofing attacks in smart homes.

Man-in-the-Middle (MITM) attacks
Machine Learning

home users are typically unaware of the underlying causes of these
disruptions, they often submit support tickets to Broadband Service
Providers (BSPs). The resulting surge in support requests significantly

1. Introduction

The Internet of Things (IoT) is revolutionizing various sectors by

connecting a diverse range of devices to the Internet. The number of
IoT devices is predicted to reach 50 billion in 2030 (Sinha, 2023), and
the market size is expected to grow to USD 755.98 billion (SkyQuest,
2025). A prominent example of this shift is the transition from con-
ventional homes to smart homes (Rahman et al., 2025a). These smart
homes feature advanced capabilities that enhance the performance of
household appliances. For example, within the United States, house-
holds presently possess an average of 21 IoT devices. This number
is expected to increase substantially by 2030, indicating a greater
adoption and integration of IoT technology (Blinder, 2023).

Despite the growing popularity of smart home technologies, many
IoT device manufacturers prioritize prototyping, production efficiency,
and performance over security (Shaikh et al., 2018). This focus of-
ten results in inadequate security protocols for IoT devices, leaving
smart home devices vulnerable to threats that can lead to network
performance disruptions caused by cyberattacks. Since most smart
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increases the load on customer service operations, and not only slows
down response times, but also reduces the overall efficiency.
Although IoT security has recently gained attention in academia and
industry, many challenges require further examination (Shokry et al.,
2022; Sodhro et al., 2022). The Broadband Forum (Anon, 2025) has
reported various types of attacks that can affect smart homes. These
attacks include Denial-of-Service (DoS), jamming, eavesdropping, Man-
in-the-Middle (MITM), wormbhole, and IP spoofing (Broadband-Forum,
2013, 2012, 2022). MITM attacks constitute a significant concern for
smart home environments (Bhushan et al., 2017) and are underex-
plored within the body of smart home research, with a limited num-
ber of studies dedicated specifically to addressing this form of threat
Sivasankari et al. (2024). Such attacks allow adversaries to intercept,
alter, or insert malicious content into communications without the
knowledge of either party involved (Stallings and Brown, 2018). Stud-
ies indicate that MITM attacks represent 19% of successful cyberattacks
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worldwide, contributing to approximately $2 billion in annual financial
losses (Palatty, 2025).

One prevalent technique for executing MITM attacks is Address
Resolution Protocol (ARP) spoofing (Morsy and Nashat, 2022). ARP
is an essential network protocol that allows devices in a local net-
work to identify each other and ensure data packets reach the correct
destination (Alani and Alani, 2014). In ARP spoofing, an attacker
sends falsified ARP messages within the local network, associating the
attacker’s MAC address with the IP address of a legitimate device.
This manipulation allows the attacker to intercept communications and
initiate an MITM attack (Xia et al., 2019). Additionally, ARP spoofing
can serve as a gateway for other severe attacks, such as Distributed
Denial of Service (DDoS) (Rahman et al., 2025a) and session hijacking
(AbdelSalam et al., 2015). Therefore, detecting ARP spoofing is crucial,
as it not only enhances network security but also reduces service
disruptions that lead to customer complaints.

Unfortunately, there are no ARP spoofing detection methodologies
available today that are effective as well as suitable for smart home
applications. Conventional detection techniques frequently exhibit lim-
ited performance and compatibility with the broad range of IoT devices.
They also might need specific software installations (Morsy and Nashat,
2022), or they depend on the availability of protocols such as Sim-
ple Network Management Protocol (SNMP) (Hsiao et al., 2009) or
Software-Defined Networking (SDN) (Ma et al., 2016), which are not
prevalent in modern smart homes or cellular networks (Motamary,
2021). Specifically, smart home networks commonly include low-cost
IoT devices that do not support SNMP due to hardware constraints
(Matousek et al., 2021; Aboubakar et al., 2022). And although research
has demonstrated that SDN switches can in theory be deployed in
smaller networks for the purpose of intrusion detection (Manso et al.,
2019), current SDN implementations typically rely on centralized con-
trollers and programmable switches (Ahmad and Mir, 2021; Chen et al.,
2023) with hardware fabrics that are rarely designed for use in or with
consumer home networks.

More recent approaches for ARP spoofing detection often use Ma-
chine Learning (ML)-based methodologies (Anthi et al., 2021), but
they also encounter limitations within smart home contexts. They
often rely on datasets derived from controlled laboratory environments,
thereby reducing their efficacy across various smart home configu-
rations (Rahman et al., 2025a). They are also frequently resource-
intensive, incurring high computational overhead, and often rely on
the injection of probing traffic into the network, which genuine ap-
plications in the network may perceive as noise. There is thus a need
for a resource-efficient solution that addresses these limitations: mini-
mizing computational and memory demands, avoiding the generation
of network-layer noise, and functioning effectively across various net-
work environments without requiring configuration for each specific
deployment.

In this paper, we present a resource-efficient algorithm for real-time
ARP spoofing detection, tailored for resource-constrained environments
such as smart home networks. This algorithm is based on the notion
that the existing approaches focus on a single protocol layer. Instead,
we apply cross-protocol analysis, a technique that examines interac-
tions across different communication protocols. We evidence that this
approach offers high detection accuracy with minimal computational
overhead.

The subsequent sections of this paper are structured as follows.
The next section provides a discussion on ARP spoofing attacks and
reviews current detection and mitigation methods, including ML-based
approaches. In Section 3, we examine the limitations of ML algo-
rithms in heterogeneous environments such as smart homes through
cross-dataset testing. To address these limitations, Section 4 presents
a cross-protocol approach aimed at achieving a generalized solution
for heterogeneous networks such as smart homes. This section also
evaluates the effectiveness of the proposed model in detecting ARP
spoofing across multiple datasets, reports real-time detection results for
ARP-based and ARP-less attacks, and discusses remaining limitations.
Finally, Section 5 summarizes the research findings and concludes the
study.
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2. Overview of ARP spoofing attacks and detection methods

This section provides a comprehensive overview of ARP spoofing
attacks and the existing detection methodologies. Section 2.1 outlines
the fundamental mechanisms underlying ARP spoofing attacks. Subse-
quently, Section 2.2 discusses conventional detection approaches, while
Section 2.3 focuses on ML-based methods for detection.

2.1. ARP spoofing attacks

Network applications operate using network layer addresses, pri-
marily IP addresses. However, network interface cards require a layer
2 address, specifically a MAC address. A MAC address is a unique
hardware-based address used to forward packets to the next hop. As
operating systems and applications are often configured with an IP
address, ARP protocol enables devices to resolve the MAC address
associated with a given IP address (Meghana et al., 2017). When a
sender device needs the recipient’s MAC address, it broadcasts an ARP
request packet within an Ethernet frame. The recipient responds with
an ARP reply packet which helps the sender to map the IP address to
its corresponding MAC address (Bhirud and Katkar, 2011). To reduce
frequent ARP requests, each device maintains a cache table that stores
the IP-MAC pairs of devices it has previously communicated with (Conti
et al., 2016; Trabelsi and El-Hajj, 2010; Sun et al., 2020).

ARP functions efficiently under typical network conditions, how-
ever, ARP’s stateless nature allows it to be tricked by fraudulent mes-
sages, which can lead to incorrect IP-MAC mappings in the cache
table (David, 1982; Wang et al., 2021). In an ARP spoofing attack,
an attacker transmits fake ARP messages, altering the cache tables of
other hosts on the network. As a result, data intended for a specific
host is intercepted by the attacker. These attacks are executed either by
responding to ARP requests for a targeted host with falsified replies or
by sending unsolicited ARP responses to deceive other devices (Frankel
et al.,, 2007; Mandal et al., 2021; Hijazi and Obaidat, 2019). Fig. 1
demonstrates how an attacker alters the ARP cache table by injecting
a fraudulent ARP response.

2.2. Conventional detection methods

One of the most common approaches to ARP spoofing mitigation
involves making ARP cache entries static. Hijazi and Obaidat (2018)
proposed an effective solution by collecting and registering IP-MAC
pairs, which were then used to generate a static ARP table. This method
offers lightweight and efficient protection but is ineffective in dynamic
environments such as smart homes, where devices frequently join and
leave the network. A similar approach was introduced by AbdelSalam
et al. (2014), which automated static ARP entry configuration using
ARP_client software on devices and an ARP_server on a central node.
The system authenticated and disseminated device information while
integrating security measures. However, both techniques face scalabil-
ity issues and require dedicated software installations, limiting their
practicality in smart home networks.

Other signature-based detection mechanisms have been explored.
Arote and Arya (2015) introduced an ICMP-based technique that sent
ICMP trap requests to network devices and analyzed their responses.
A voting mechanism then determined the presence of spoofing and
updated the ARP cache. While effective, this approach may strug-
gle with diverse IoT devices, leading to increased false positives and
slower detection. Another strategy, D-ARP, proposed by Morsy and
Nashat (2022), introduced signed ARP packet keys alongside tradi-
tional ARP packets to ensure request-response integrity. While this
method improves accuracy, it faces challenges in large-scale smart
home environments due to its reliance on cryptographic key manage-
ment. Recently, the same authors proposed VB-ARP (Morsy and Nashat,
2025), a Boyer-Moore majority-voting approach (Boyer and Moore,
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Fig. 1. ARP communication scenarios.

1991) to identify malicious ARP packets. They achieved 100% accu-
racy in their experimental setup with no false positives or negatives.
However, this approach depends on assumptions that may not hold in
real homes, including a permanent majority of trustworthy devices and
an attacker’s inability to compromise multiple nodes to skew the vote.

Patrice et al. (2024) proposed a promising but SDN-based ARP
spoofing detection method using a dual ARP cache and distributed
controllers. Similarly, Girdler and Vassilakis (2021) developed an SDN-
based ARP spoofing detection system, using a POX controller to verify
Ethernet frame and ARP payload consistency. It achieved 100% de-
tection with no false positives but had slow response times. Both
approaches are impractical for home gateways and decentralized smart
home networks though, as they require a full SDN setup with central-
ized, external SDN controllers and enterprise-grade equipment.

In summary, conventional ARP spoofing detection methods for
smart homes generally face limitations, including: (1) limited scala-
bility with diverse IoT devices, (2) reliance on custom/ proprietary
software installations on smart home devices, which is not always
possible, (3) dependence on SNMP or SDN frameworks, and (4) limited
performance in dynamic, resource-constrained environments.

2.3. Applying ML to ARP spoofing detection

ML-based techniques have gained attention for ARP spoofing detec-
tion, particularly in SDN environments. Ma et al. (2016) used Mininet
to generate an ARP spoofing dataset tailored for SDN environments,
achieving up to 80% accuracy with a Bayes-based method. Further
advancements were made by Sebbar et al. (2020), who applied ML
techniques in SDN-based networks, proposing a random forest-based
model (Rahman et al., 2019; Shome et al., 2020) that achieved 97.5%
accuracy. Ahuja et al. (2022) presented a hybrid CNN-LSTM model
that reached 99.73% accuracy, while Hnamte and Hussain (2024)
developed a deep neural network model achieving 100% accuracy.
However, these approaches are limited to SDN environments, which
are uncommon in smart homes, restricting their applicability.

ML-based approaches have also been investigated for environments
without SDN. Hsiao et al. (2009) collected SNMP traffic data from
a simulated network and tested it using Naive Bayes, Decision Tree,
and SVM classifiers, with SVM achieving the highest accuracy at 80%.
However, this method is less applicable to smart homes, where many
devices lack SNMP compatibility.

Abdulla et al. (2020) employed neural networks and ARIMA models,
achieving 90% accuracy, while Alani et al. (2023) introduced the

ARP-PROBE model, which analyzed 21 network features and reached
99.98% accuracy. In our previous work (Rahman et al., 2024b), we
conducted a study on how well existing ML models perform the task
of ARP Spoofing detection, given various smart home testbed datasets
in existence today. We used four distinct public datasets that included
a diverse range of devices. By analyzing the PCAP files from these
datasets, we extracted features and applied seven different ML algo-
rithms. The results indicated that the XGBoost (Chen and Guestrin,
2016) algorithm achieved the highest accuracy, reaching 96.7%. Fur-
thermore, a feature importance analysis revealed that only 25 out of
86 features were necessary to attain this level of accuracy.

Despite their promising performance, these ML-based methods often
rely on specific datasets and may not generalize well across different
smart home setups. This issue is explored in greater depth in the
following section.

3. The problem of generalizing ML-based methods across smart
homes

This section investigates the generalization challenges of ML ap-
proaches for ARP spoofing detection in heterogeneous smart home
networks. Section 3.1 examines the cross-dataset performance issues,
Section 3.2 details our experimental methodology, and Section 3.3
presents the results demonstrating the scalability limitations.

3.1. Cross-dataset performance of current ML models for smart home
management

BSPs typically manage millions of client networks, many of them
smart home networks. ML could, in principle, be of great assistance if
not for a significant scalability issue: BSPs would need to continuously
collect large amounts of data from each individual client network and
continuously train and test models for each individual client network.
This is caused by the large heterogeneity in smart home networks, i.e.,
individual networks often differ a lot from each other. This has been
evidenced by various recent studies.

Booij et al. (2022), for instance, demonstrated that training on
one IoT dataset (e.g. TON_IoT) does not achieve high accuracy when
tested on a different IoT dataset (e.g. Aposemat IoT-23 Garcia et al.,
2020), with classification accuracy dropping to 20%-30% for various
attacks. This is despite achieving 99.99% accuracy when training and
testing on the same dataset. The results indicate that these datasets
are best suited for only their own respective setups and devices, and
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face significant performance drops when applied to different contexts.
The authors attributed this to collection setups not being benchmarked
or standardized. In Rahman et al. (2025a), we consequently examined
various existing smart home network traffic data models and found that
they suffer from the same issue.

In the remainder of this section 3, we therefore investigate how
well the current ML-based ARP-spoofing detection techniques can be
applied to smart home networks in general. For that, we analyze the
performance of existing ML-based approaches for ARP spoofing attack
detection across different client networks, i.e. with various setups and
devices.

3.2. Dataset selection and methodology for cross-dataset testing of ML-
based ARP spoofing detection

To conduct this experiment, we chose our ARP Spoofing Based
MITM Attack dataset (Rahman et al., 2024a,b), which was designed by
extracting features from four public datasets, e.g., CIC IoT (Neto et al.,
2023), UQ IoT IDS (Chong et al., 2021), IoT Network Intrusion (Kang
et al., 2019), and ARP PCAP Files (Researcher111, 2023). Each of these
datasets has a variety of smart home devices with different device types.
After we developed this dataset, we also employed different ML algo-
rithms to evaluate their performance in detecting ARP spoofing-based
MITM attacks. Among these, the XGBoost algorithm demonstrated the
highest accuracy (Rahman et al., 2024b). The features of the dataset
are listed in Table A.4 (see appendix).

In Rahman et al. (2024b), XGBoost was configured as follows:
a learning rate of 0.1, 200 estimators, a maximum depth of 8, a
subsample ratio of 0.8, column sampling by tree at 0.8, y = 1, and
L2 regularization (reg lambda = 1). The best features were selected
as follows: bidirectional bytes, application_name, src2dst_syn_packets,
dst2src_bytes, bidirectional_syn_packets, application_is_guessed, src2dst
_mean_ps, dst2src_min _piat_ms, requested_server_name, src2dst_bytes,
src2dst_max_piat_ms, application_confidence, src2dst_min_ps, ip_version,
src2dst_psh_packets, src2dst _packets, bidirectional_cwr_packets, dst2s
rc_max_piat_ms, bidirectional min _ps, src2dst_max_ps, protocol, bidi-
rectional_last_seen_ms, bidirectional_max_ps, src_port, and dst_port. We
chose XGBoost with this configuration and these features to analyze the
performance of training on one dataset and testing on others:

The performance of the ML algorithms was measured using sev-
eral evaluation metrics, including accuracy, precision, recall or True
Positive Rate (TPR), and F1 score (Rahman et al., 2024c¢,d,b).

TP + TN

A = 1
U8y = T Y TN+ FP + FN n
TP
1I/TPR = ——— 2
Recall/TPR TP+ FN (2)
Precision = _TP 3)
TP + FP

Precision x Recall
F1S =2X —————— 4
core Precision + Recall “

With TP = True Positives, TN = True Negatives, FP = False Positives,
and FN = False Negatives. These metrics provide a robust framework
for evaluating the performance of ML algorithms in classifying smart
home devices. Accuracy serves as a general measure of the classifier’s
overall correctness, indicating the proportion of correctly classified
instances out of the total. However, accuracy alone can be misleading,
particularly in scenarios with imbalanced class distributions, as it may
disproportionately reflect the performance on the majority class while
overlooking the minority classes (Rahman et al., 2025b).

To address this limitation, precision and recall are included to offer
more granular insights into the classifier’s performance. Precision mea-
sures the proportion of correctly predicted positive instances out of all
instances predicted as positive, effectively minimizing false positives.
This is particularly important in smart home environments, where false
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positives (e.g., misclassifying a benign device as malicious) can lead
to unnecessary disruptions. On the other hand, recall evaluates the
classifier’s ability to identify all actual positive instances within a given
class, thereby reducing false negatives. In the context of smart homes,
false negatives (e.g., failing to detect a malicious device) can have
severe security implications.

The F1 score harmonizes precision and recall into a single metric,
providing a balanced measure that is especially useful when there is a
significant trade-off between the two. This is critical in smart home en-
vironments, where both over-classification (false positives) and under-
classification (false negatives) can lead to functional inefficiencies or
security vulnerabilities (Rahman et al., 2024c,d,b).

3.3. Results

To simulate typical BSP scenarios, we trained the XGBoost model on
one dataset and evaluated its performance on the three other datasets.
We repeated that procedure for every dataset. Our findings are shown
in Table 1. The results indicate that each dataset achieves its highest
performance when tested on itself. For example, the CIC IoT dataset
attained an accuracy, precision, recall, and F1 score of 0.955 when
evaluated on itself. However, its performance dropped significantly
when tested on other datasets, with the lowest accuracy observed on
the ARP PCAP Files dataset (0.6463) and a corresponding F1 score
of 0.5203. This scenario happened for each dataset and indicates the
difficulty of generalizing models across diverse datasets.

This result aligns with the findings in Rahman et al. (2025b) and
Booij et al. (2022). And in contrast to Booij et al. (2022), all datasets
in our study were collected using the same method, and we used a
single tool to extract features from the PCAP files. Our classification
focused solely on distinguishing between benign traffic and ARP spoof-
ing attacks. And, yet, training on one dataset and testing on others still
resulted in poor performance. This indicates that simply developing a
large-scale dataset for training and testing across different BSP client
networks is unlikely to be effective, as each network is unique and
exhibits different characteristics.

4. ARProof: A novel cross-protocol approach

This section introduces ARProof, our novel algorithm designed to
detect and mitigate ARP spoofing attacks in smart home networks. In
Section 4.1, we detail the algorithm’s design. Section 4.2 presents the
experimental setup, evaluation results, and a comparative analysis with
existing methods. Lastly, Section 4.3 highlights the limitations of this
approach.

4.1. The ARProof algorithm design

We have developed an algorithm that utilizes ARP and Dynamic
Host Configuration Protocol (DHCP) packets to dynamically maintain
a real-time IP-MAC address mapping. This mapping serves as the foun-
dation for detecting and mitigating ARP spoofing attacks in real-world
network environments. In addition, the algorithm verifies MAC-IP
consistency on all IPv4 packets (TCP, UDP, and ICMP) observed at the
gateway.

ARP operates on a trust-based mechanism, lacking authentication,
which makes it susceptible to spoofing attacks. To mitigate this vulner-
ability, our algorithm integrates DHCP as an independent validation
source. DHCP, which automatically assigns IP addresses to network
devices, provides authoritative mappings via DHCPACK messages that
include both assigned IP and MAC addresses. By leveraging this data,
our algorithm verifies ARP responses and detects inconsistencies indica-
tive of spoofing activity. The IPv4 check closes the static-ARP bypass
because forged packets that avoid ARP are still compared against the
DHCP-anchored binding.
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Table 1
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XGBoost performance metrics for ARP-spoofing detection, by training one dataset and testing on others.

Training dataset Metric Testing datasets
CIC IoT UQ IoT IDS IoT network ARP PCAP files
intrusion
Accuracy 0.955 0.7892 0.8848 0.6463
CIC ToT Precision 0.955 0.9158 0.9082 0.4353
Recall 0.955 0.7892 0.8848 0.6463
F1 Score 0.955 0.8400 0.8962 0.5203
Accuracy 0.5027 0.940 0.9511 0.6626
Precision 0.7500 0.949 0.9046 0.4390
UQ IoT IDS Recall 0.5027 0.940 0.9511 0.6626
F1 Score 0.3363 0.944 0.9273 0.5281
Accuracy 0.5026 0.9422 0.931 0.6626
IoT network intrusion Precision 0.2526 0.8878 0.934 0.4390
Recall 0.5026 0.9422 0.931 0.6626
F1 Score 0.3363 0.9142 0.932 0.5281
Accuracy 0.4839 0.9385 0.9511 0.980
. Precision 0.3059 0.8876 0.9046 0.981
ARP PCAP files Recall 0.4839 0.9385 0.9511 0.980
F1 Score 0.3326 0.9123 0.9273 0.980

Our algorithm continuously monitors ARP and DHCP traffic, up-
dating the IP-MAC mapping dynamically. By cross-referencing ARP
and DHCP mappings, the algorithm detects discrepancies indicative
of ARP spoofing. Any inconsistencies between ARP and DHCP records
trigger detection mechanisms, enabling timely threat identification and
mitigation. By integrating ARP and DHCP validation, our approach
enhances ARP spoofing detection effectiveness, reducing false positives
and improving reliability. To balance latency and precision, we use a
short evidence window. If the same MAC address asserts an IP address
that DHCP already bound to another device at least 6 times within 4z,
we mark it as confirmed.

Algorithm 1 presents our proposed method, while Fig. 2 illustrates
the flowchart for real-time detection of both ARP-based and ARP-less
spoofing. For each packet observed in the network, the algorithm first
checks whether it is a DHCP ACK packet. If so, it extracts the source
MAC address and the newly assigned IP address, subsequently updating
the device list with this information and labeling the IP assignment as
DHCP-based. For each valid ARP packet, the algorithm proceeds by
extracting the source IP and MAC addresses and querying the device
list for entries corresponding to the extracted IP address. If a matching
entry is found, the algorithm compares the MAC address in the packet
with the stored MAC address. A discrepancy between the two indicates
an overlapping IP claim. In such cases, if the IP address was previously
assigned as static, the packet is classified as a suspected ARP spoofing
attempt. Alternatively, if the MAC address is known in the device list
but has not been associated with the claimed IP, the packet is flagged
as a confirmed ARP spoofing attack. Conversely, if the IP and MAC
addresses match the known record, the packet is classified as benign. If
no matching IP is found in the device list, the packet is also treated as
benign by default. For every IPv4 packet, we compare the source MAC-
IP tuple with the table. If the source IP is DHCP-bound to a different
MAC, we increase a per-tuple counter. Once it meets (0, 4r), the attack
is confirmed. The gateway applies layer-2 and, if needed, layer-3 drop
rules for the offending MAC. It can also revoke the DHCP lease and
flush conflicting ARP cache entries to restore correct forwarding.

4.2. Evaluation of the proposed algorithm

In this section, we evaluate the performance of our proposed algo-
rithm for detecting and preventing ARP spoofing attacks. We perform
this evaluation in two phases: (1) offline analysis using four public
datasets listed in Section 3 and (2) real-time testing using two smart
home testbeds.

In both phases, the same algorithm is used to validate IP-MAC
mappings by correlating ARP and DHCP traffic, enabling cross-protocol

verification. In the offline phase, the algorithm was applied to captured
network traces from four datasets. It achieved 100% detection accuracy
across all scenarios, as summarized in Table 2. For real-time testing, we
implemented two testbeds featuring a variety of smart home devices:

- Lab-1 testbed: This testbed includes 10 IoT devices and 2
non-IoT devices, all connected to a central gateway. The devices
are categorized into seven functional types: audio, camera, hub,
lighting, PC, router, and video doorbell. IoT devices using Zigbee
connectivity, such as a bulb, motion sensor, and switch, communi-
cate with the central gateway through a Philips Hue Zigbee hub.
A Raspberry Pi is connected to the central gateway via a LAN
connection for real-time traffic analysis. The remaining devices
are connected to the gateway via Wi-Fi. The topology of the Lab-1
testbed setup is shown in Fig. 3(a).

Lab-2 testbed: This testbed consists of 6 IoT devices and 1
non-IoT device, all connected to a central gateway. The devices
are grouped into six functional types: audio, camera, lighting, PC,
router, and video doorbell. A Raspberry Pi is connected to the
router via a LAN connection for real-time traffic analysis, while
the remaining devices connect to the router through Wi-Fi. Fig.
3(b) illustrates the topology of the Lab-2 testbed setup.

We implemented the proposed algorithm in Python for deployment
on Raspberry Pi devices to provide real-time detection of both ARP-
based and ARP-less IP forgery. The Raspberry Pi 4 units in the testbed
run Raspberry Pi OS and are equipped with a 64-bit quad-core ARM
Cortex-A72 processor and 8 GB of RAM. In the Python implementation,
we captured packets in real time using Scapy (Rohith et al., 2018) and
applied the detection logic to the extracted link-layer and network-layer
features. The algorithm was configured with parameters § = 3 and
At = 3 s for all experiments. The experimental campaign ran for 20 days
in total. During testing, the devices remained in normal operation.

To simulate ARP-based attacks, we used a Kali Linux laptop run-
ning Bettercap (Maaz et al.,, 2023). For each testbed, we selected
ten IP addresses at random (both IoT and non-IoT devices) and re-
peated the selection ten times, producing 100 distinct ARP-spoofing
scenarios. ARP-based packets were injected at random intervals. In all
instances, our method successfully identified the ARP spoofing attacks
in real-time.

For ARP-less experiments, we generated forged IPv4 traffic from
the Kali host using custom frame-crafting scripts implemented with
Scapy. We executed ten distinct ARP-less scenarios per testbed. In each
scenario, the attacker transmitted 500 forged packets distributed over
five randomly chosen destination IPs (100 packets per destination),
yielding 5000 forged packets in total. Packets within a scenario were
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Fig. 2. Flowchart of the ARProof algorithm.
Table 2
Performance of our proposed approach on different public datasets.
Dataset Total packets Benign ARP packets ARP-spoofing packets Accuracy
CIC IoT 649,089 47,142 8,865 100%
UQ IoT IDS 15,302 720 538 100%
IoT network intrusion 194,184 281 788 100%
ARP PCAP files 16,285 24 26 100%

emitted at roughly 0.5-second intervals. Attack parameters (packet
size, destination, and per-round timing) were varied across scenarios
to exercise detector behavior under diverse conditions. The algorithm
processed frames in real-time and raised alerts for every forged packet
observed.

We validated the algorithm using static ARP configurations by
adding static IP-MAC entries to the gateways and updating those bind-
ings in the detector. We then sent forged IPv4 packets using Scapy and
attempted ARP spoofing with Bettercap, as in our previous tests. The

algorithm successfully flagged both ARP-based and ARP-less spoofing
in real-time, achieving 100% accuracy.

The primary distinction between ML-based methods and our ap-
proach is the timing of attack detection. In ML-based approaches,
attacks are detected only after they occur, whereas our model identifies
and blocks the attacker during the initial spoofing attempt, prevent-
ing the attack from happening. Besides, our algorithm overcomes the
limitations of existing non-ML methods and the comparison is shown
in Table 3. Here, we evaluate ARProof against other methods based
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Fig. 3. Topology of the lab testbeds.

Table 3
Comparison of models with respect to key characteristics.
Model Utilize Utilize Gateway Smart Dynamic Scalable Customized Requires active
ICMP DHCP based home software probing/injects
oriented required extra traffic
Hijazi and Obaidat (2018) v X v v X X X X
Arote and Arya (2015) v X v X v X X v
AbdelSalam et al. (2014) v v X X v X v v
Morsy and Nashat (2022) v X X X v X v v
Morsy and Nashat (2025) X X X X v X v X
Patrice et al. (2024) X X X X v v v X
Girdler and Vassilakis (2021) X X X X v X v X
ARProof v v v v v 4 X X

on eight key criteria. ARProof is the only method that satisfies all
deployment-oriented criteria: it runs at the gateway, is designed for
smart homes, adapts to device and address changes, is scalable, uses
both DHCP and ICMP, and does not require endpoint software or
injecting extra traffic.

Furthermore, we analyzed the CPU and memory usage of the algo-
rithm on the Raspberry Pi. The algorithm is highly resource efficient,
requiring only 42.28 MB of memory and 0.8% of CPU resources on the
Raspberry Pi. These findings confirm the suitability of the algorithm for
deployment in resource-constrained environments, such as smart home
networks.

Our algorithm automatically adapts to any network configuration,
ensuring 100% accuracy. BSPs can readily implement this approach in
the routers or gateways they provide.

Our algorithm can be implemented as a lightweight agent on a
home gateway or router. It continuously monitors network packets in
real-time, detecting both ARP-based and ARP-less spoofing attempts.

When a spoofing event occurs, it is displayed in the gateway control
panel for smart home users and local administrators. Each alert includes
clear evidence, such as timestamps and event counts. Users have the
option to add devices to a temporary exception list while conducting
experiments. Each exception is documented with a reason and an
expiration date. Additionally, containment actions, like rate limiting
or quarantining, are also time-limited and reversible. All alerts, excep-
tions, and enforcement actions are logged for auditing and post-incident
analysis.

4.3. Limitations

Although the algorithm achieved 100% accuracy in our lab runs, it
has the following limitations:

1. The reported result reflects the specific datasets, testbeds, and
attacker models used in this study. Broader evaluation is re-
quired to establish statistical confidence and operational limits:
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Algorithm 1 ARProof: ARP-spoofing attack detection and mitigation

1: Input: P: Captured network packets; D: Device information with
attributes: IP, MAC, Type, DHCP

2: Output: ARP spoofing detection results and updated device list D

: Step 1: Initialize counters and parameters

4: Set B = 0 (Benign packets), S = 0 (Suspected attacks), C = 0

(Confirmed attacks), O = 0 (Overlapping IP claims)

5: Choose confirmation threshold 0 (e.g., 3 packets) and time window
At (e.g., 3s)

6: Initialize an empty mismatch evidence map E[(MAC,IP)] « 0

7: for each packet p in P do

8: if p is a DHCP ACK packet then

9: Extract the source MAC address from p

10: Extract the assigned IP address from p

w

11: Update device list D with this IP-MAC mapping and mark as
“dhcp”
12:  end if
13:  if p is a valid ARP packet then
14: Extract the source IP and source MAC address from p
15: Retrieve all entries in D that match the source IP
16: if matching entries exist then
17: for each matching entry e in D do
18: if the MAC address in e does not match the source MAC
then
19: Increment overlap counter O
20: if the DHCP type in e is “static” then
21: Increment suspected spoofing counter S, quarantine
device
22: else if the source MAC exists in D but the source IP is
new for this MAC then
23: Increment confirmed spoofing counter C, block that
device
24: end if
25: end if
26: end for
27: end if
28: Ensure D has an entry for source MAC; add source IP to its IP
set if missing
29: end if
30: if p is an IPv4 packet (TCP/UDP/ICMP) then
31: Extract source MAC and source IP
32: Look up e,,,. = D[source MAC], and e;, = D[source IP]
33: if ¢;, exists and e;, MAC # source MAC then
34: if e;, is authoritative (DHCP or reserved static, not stale)
then
35: Add timestamp to evidence queue
E[(source MAC, source IP)] and prune entries older than
now —At
36: if evidence count > 6 within 4As then
37: Increment suspected spoofing counter S, quarantine
device
38: if extra confirmation (e.g., ARP mismatch, DHCP
conflict, admin confirm) then
39: Increment confirmed spoofing counter C, block
device
40: end if
41: end if
42: else
43: Update D with (source MAC, source IP)
44; end if
45; else
46: Update D with (source MAC, source IP)
47: end if
48:  end if
49: end for
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this includes additional public datasets, longer-duration traces
that capture diurnal and weekly variation, sensitivity analyses
under noisy and adversarial conditions, and ISP/BSP-scale pilot
deployments with reported confidence intervals.

2. Validation on Raspberry Pi hardware does not fully reflect the di-
versity of consumer gateways or carrier-grade equipment. There-
fore, practical deployment necessitates testing on representative
gateway hardware, considering various operating systems.

3. The algorithm relies on up-to-date records of IP-MAC bindings.
It will not be effective against attacks where an adversary forges
both the IP and MAC addresses.

4. The confirmation threshold (6 = 3) and evidence time window
(4r = 3 s) worked well in our test environments but may lead to
more false positives in noisy networks.

5. Conclusion and future work

Despite the growing need for robust security measures, state-of-the-
art ARP spoofing detection techniques face notable challenges when
applied to smart home networks. A key issue with current ML-based
methods is their reliance on datasets that are typically sourced from
single-lab testbeds simulating a single home environment. These meth-
ods are often presumed to have universal applicability to all smart
homes; however, our analysis demonstrated that this assumption is
not valid. ML performance varies significantly between datasets and
algorithms, and only a few features substantially impact the ability
to distinguish between normal and attack instances. Furthermore, our
findings indicate that training on one dataset and testing on another
leads to poor performance. As a result, BSPs will need to collect
and store data for each client network, and subsequently train in-
dividual models for each network. This demonstrates that current
ML approaches lack scalability and cost efficiency for real-world ARP
spoofing detection and mitigation.

To address these limitations, we proposed a novel and efficient
algorithm for real-time ARP spoofing attack detection and mitigation,
specifically designed for resource-constrained environments such as
smart home networks. Unlike existing ML and non-ML methods, our
approach introduces a cross-protocol design that leverages both ARP
and DHCP traffic for validating IP-MAC bindings. This cross-verification
mechanism enhances detection reliability, reduces false positives, and
enables proactive mitigation of spoofing attempts before they can
impact network performance. We validated our algorithm using four
public datasets and two real-world testbeds, achieving 100% accuracy
in all scenarios. The algorithm also demonstrated minimal memory and
CPU usage, confirming its efficiency and suitability for deployment in
smart home gateways and BSP-managed networks.

Future work will focus on deploying the proposed algorithm within
commercial routers and broadband gateways used by BSPs to evaluate
its practicality in real-world smart home environments. We aim to col-
laborate with service providers and gateway vendors to conduct pilot
deployments on real gateway hardware and vendor firmware, including
OpenWrt builds. Additionally, we plan to test the algorithm under
various network conditions and device configurations. A systematic
sensitivity analysis of the algorithm’s parameters (¢ and 4r) will be
conducted to characterize the trade-off between detection latency and
false positive rates across diverse network environments.

We also plan to extend our approach to other forms of spoofing
attacks, such as DHCP and DNS spoofing, and to devices in the home
that use IPv6 on the network layer. The latter can be achieved by
learning authoritative IPv6-to-MAC bindings from DHCPv6 or from
StateLess Address AutoConfiguration (SLAAC) / router advertisement
events, and then validating those bindings against neighbor discov-
ery solicitations and advertisements. This will help establish a uni-
fied, protocol-aware security framework capable of addressing multiple
network-layer threats in smart homes.
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bidirectional_first_seen_ms
bidirectional_last_seen_ms
bidirectional_duration_ms
bidirectional_packets
bidirectional_bytes
src2dst_first_seen_ms
src2dst_last_seen_ms
src2dst_duration_ms
src2dst_packets
src2dst_bytes
dst2src_first_seen_ms
dst2src_last_seen_ms
dst2src_duration_ms
dst2src_packets
dst2src_bytes
bidirectional_min_ps
bidirectional_mean_ps
bidirectional_stddev_ps
bidirectional_max_ps
src2dst_min_ps
src2dst_mean_ps
src2dst_stddev_ps
src2dst_max_ps
dst2src_min_ps
dst2src_mean_ps
dst2src_stddev_ps
dst2src_max_ps
bidirectional_min_piat_ms
bidirectional_mean_piat_ms
bidirectional_stddev_piat_ms
bidirectional max_piat_ms
src2dst_min_piat_ms
src2dst_mean_piat_ms
src2dst_stddev_piat_ms
src2dst_max_piat_ms
dst2src_min_piat_ms
dst2src_mean_piat_ms
dst2src_stddev_piat_ms
dst2src_max_piat_ms
bidirectional_syn_packets
bidirectional_cwr_packets
bidirectional_ece_packets
bidirectional _urg_packets
bidirectional_ack_packets
bidirectional_psh_packets
bidirectional_rst_packets
bidirectional_fin_packets
src2dst_syn_packets
src2dst_cwr_packets
src2dst_ece_packets
src2dst_urg_packets
src2dst_ack_packets
src2dst_psh_packets
src2dst_rst_packets
src2dst _fin_packets
dst2src_syn_packets
dst2src_cwr_packets
dst2src_ece_packets
dst2src_urg_packets
dst2src_ack_packets
dst2src_psh_packets
dst2src_rst_packets
dst2src_fin_packets
application_name
application_category_name
application_is_guessed
application_confidence
requested_server_name
client_fingerprint
server_fingerprint
user_agent

content_type

Label

Table A.4

List of features in the datasets.
Feature Description
id A unique identifier assigned to each flow
expiration_id Identifier marking the expiration of a flow
src_ip IP address of the source
src_mac MAC address of the source
src_oui Organizationally Unique Identifier (OUI) of the source
src_port Port number used by the source
dst_ip IP address of the destination
dst_mac MAC address of the destination
dst_oui OUI of the destination
dst_port Port number used by the destination
protocol Protocol used in the network flow
ip_version Internet Protocol version (IPv4/IPv6)
vlan_id Identifier for the VLAN
tunnel_id Identifier for the network tunnel

Timestamp of the first packet in bidirectional flow
Timestamp of the last packet in bidirectional flow

Total duration of the bidirectional flow

Count of packets in the bidirectional flow

Total bytes transferred in bidirectional flow

Timestamp of the first packet from source to destination
Timestamp of the last packet from source to destination
Duration of data transfer from source to destination
Packet count from source to destination

Byte count from source to destination

Timestamp of the first packet from destination to source
Timestamp of the last packet from destination to source
Duration of data transfer from destination to source
Packet count from destination to source

Byte count from destination to source

Smallest packet size in bidirectional flow

Average packet size in bidirectional flow

Standard deviation of packet sizes in bidirectional flow
Largest packet size in bidirectional flow

Smallest packet size from source to destination

Average packet size from source to destination

Standard deviation of packet sizes from source to destination

Largest packet size from source to destination
Smallest packet size from destination to source
Average packet size from destination to source

Standard deviation of packet sizes from destination to source

Largest packet size from destination to source
Smallest inter-arrival time (ms) in bidirectional flow
Average inter-arrival time (ms) in bidirectional flow

Standard deviation of inter-arrival times (ms) in bidirectional flow

Largest inter-arrival time (ms) in bidirectional flow
Smallest inter-arrival time (ms) from source to destination
Average inter-arrival time (ms) from source to destination

Standard deviation of inter-arrival times (ms) from source to destination

Largest inter-arrival time (ms) from source to destination
Smallest inter-arrival time (ms) from destination to source
Average inter-arrival time (ms) from destination to source

Standard deviation of inter-arrival times (ms) from destination to source

Largest inter-arrival time (ms) from destination to source
Total SYN packets in bidirectional flow
Total CWR packets in bidirectional flow
Total ECE packets in bidirectional flow
Total URG packets in bidirectional flow
Total ACK packets in bidirectional flow
Total PSH packets in bidirectional flow
Total RST packets in bidirectional flow
Total FIN packets in bidirectional flow

SYN packets sent from source to destination
CWR packets sent from source to destination
ECE packets sent from source to destination
URG packets sent from source to destination
ACK packets sent from source to destination
PSH packets sent from source to destination
RST packets sent from source to destination
FIN packets sent from source to destination
SYN packets sent from destination to source
CWR packets sent from destination to source
ECE packets sent from destination to source
URG packets sent from destination to source
ACK packets sent from destination to source
PSH packets sent from destination to source
RST packets sent from destination to source
FIN packets sent from destination to source
Traffic-generating application name

Category of the application

Indicator if the application is guessed
Confidence level in the application’s classification
Server name requested by the client

TLS fingerprint of the client

TLS fingerprint of the server

HTTP header’s user agent string

Content type specified in HTTP requests
Classification of flow as normal or an attack
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