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The rise of the Internet of Things (IoT) has led to the integration of various devices into smart homes, significantly
increasing the complexity and vulnerability of home networks. Consequent network performance issues often lead
to complaints directed at Broadband Service Providers (BSPs), which may arise from either legitimate usage or
malicious cyber attacks. BSPs, however, lack visibility into client-side networks, which is partly due to privacy
concerns. This makes it hard to identify the true cause of performance problems. While previous research has
tackled these challenges using Machine Learning (ML) techniques, few studies have approached the problem
from the perspective of BSPs. They need a solution that is scalable, accurate, and privacy-preserving. Existing
centralized ML models fail to generalize across these heterogeneous environments and provide low accuracy. We
address this gap by introducing a novel Federated Learning (FL) framework for smart home device classification
and attack detection. The proposed approach offers a privacy-preserving, scalable framework that can achieve
accuracies of more than 80%. This framework can be installed inside the existing resource-constrained home
gateways, making it suitable for large-scale deployment by BSPs.

1. Introduction

The Internet of Things (IoT) is transforming industries by seamlessly
connecting a vast array of devices to the Internet. Among its most im-
pactful applications is the evolution of traditional homes into smart
homes, where interconnected devices enhance convenience, efficiency,
and security for their users. For instance, smart lighting and automated
door systems optimize energy consumption. Artificial Intelligence (AI)-
powered cameras, alarms, and motion sensors bolster home security [1].
Moreover, the integration of Al into these smart home systems further
elevates the living experience by offering personalized and adaptive ser-
vices [2]. According to IoT Analytics [3], the number of IoT devices
worldwide is projected to reach approximately 50 billion devices by
2030, with the market size estimated to surge to USD 755.98 billion
[4]. In the United States of America alone, the average household cur-
rently possesses around 21 IoT devices. This figure is expected to rise
significantly in the coming years due to the rapid adoption of smart
technologies [5].

Despite this rapid proliferation of smart home technology, security
remains a major challenge. IoT device manufacturers often prioritize
functionality, performance, and time-to-market over security. This of-
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ten results in devices with a weak security posture [6]. This weakness is
exacerbated by the limited technical knowledge of many smart home
users, who may struggle to optimize device performance and secure
their networks [7]. Consequently, Broadband Service Providers (BSPs)
are inundated with customer complaints and troubleshooting requests
related to smart home network performance. This is because customers
often mistakenly attribute these issues to poor Internet connection qual-
ity. The root causes, however, may vary, including internal network is-
sues, device-specific problems, and cyber attacks [8].

To efficiently assist customers, BSPs must be able to quickly and ac-
curately identify and classify devices and detect cyber attacks within
smart home networks. The use of automatic device classification and
attack detection to address network performance disruptions can sig-
nificantly enhance the quality of network management and improve
customer satisfaction [1]. A promising approach to device classifica-
tion and cyber attack detection is to leverage Machine Learning (ML)
techniques. Traditionally, centralized ML schemes have been employed,
where data from end devices is transferred to a central server for train-
ing. However, this approach raises privacy concerns and may not be fea-
sible with the vast amounts of data distributed across millions of client
networks [9]. Moreover, centralized ML techniques struggle with the
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\begin {equation}w = \sum _{k=1}^{K} \frac {n_k}{n} \cdot w_k \label {eq:FedAvg}\end {equation}
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heterogeneity of client networks in BSPs, which consist of diverse de-
vices and network architectures [10,11]. Consequently, distributed ML
techniques have been explored to overcome the limitations of central-
ized approaches by enabling parallel model training at geographically
dispersed locations. Nevertheless, distributed ML still faces challenges
related to data and system heterogeneity, making it less practical for
smart home environments [9].

Federated Learning (FL) emerges as a viable alternative, addressing
these challenges by enabling model training directly on local devices,
thus preserving privacy and minimizing bandwidth consumption [9].
While FL has primarily been utilized for scalability, security, and pri-
vacy enhancement, its potential to address the unique challenges posed
by BSPs’ heterogeneous client networks has not been fully explored. In
particular, no prior studies have thoroughly investigated how FL could
improve accuracy in device classification and attack detection scenarios
within smart home networks.

In this paper, we evidence that existing ML-based techniques are
inadequate for handling the heterogeneity inherent in BSP client net-
works, rendering them unsuitable for device classification and cyber at-
tack detection. We then propose a novel framework that leverages FL to
overcome the limitations of traditional approaches. Our framework is
designed to accommodate the heterogeneity of BSPs’ client networks in
terms of IoT devices, communication protocols, and network topologies.
The framework, then, effectively addresses these networks performance
and security issues. We evaluate the proposed framework using multiple
public datasets, and we assess its effectiveness in various scenarios.

The key contributions of this paper are outlined as follows:

¢ We introduce an innovative FL architecture that incorporates a hy-
brid model, merging initial gateway models with personalized client
models. This combination effectively addresses the significant het-
erogeneity found in smart home environments.

e We validate the robustness of our framework using multiple public
datasets obtained from various testbeds. This methodology ensures
that our evaluation accurately represents real-world variability. Our
model has been tested for device classification and cyber attack de-
tection, consistently achieving accuracy rates exceeding 80% in both
scenarios.

The remainder of this paper is structured as follows. In Section 2,
we present a review of the existing literature and its limitations. Sec-
tion 3 outlines the challenges BSPs face in deploying effective mod-
els due to client network heterogeneity and evaluates the limitations
of cross-dataset performance. In Section 4, we present our proposed hy-
brid FL framework, tailored to BSP-managed smart home networks. Sec-
tion 5 reports and analyzes the performance of the proposed model in
various real-world scenarios, including device classification and Man-
In-The-Middle (MITM) attack detection. Finally, Section 6 summarizes
the key contributions and highlights avenues for future research and
deployment.

2. Related work

In this section, we provide a review of the relevant literature re-
lated to device classification and cyber attack detection using ML, Deep
Learning (DL), and FL techniques, with a particular focus on limitations
in handling network heterogeneity. We categorize the related work into
two main areas: Smart Home Device Classification and Cyber Attack
Detection.

2.1. Smart home device classification

Device identification and fingerprinting have been pivotal in net-
work security for authenticating devices. With the advent of smart home
technologies, ML-based techniques have increasingly been adopted to
address the challenge of device classification. These approaches can be
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broadly classified into two categories: physical hardware-based meth-
ods and network traffic-based methods. Physical hardware-based fin-
gerprinting, often employed in Wireless Local Area Networks (WLANs),
involves analyzing device configuration [12,13] or exploring radio fre-
quency (RF) signals from the physical layer of the network [14,15].
Our focus is on network traffic-based fingerprinting, which aims to
identify devices based on the characteristics of the traffic they trans-
mit and receive. This is achieved by extracting features from packets or
examining statistical information from traffic flows [1,2,16,17]. These
techniques can be grouped into two categories based on the type of
network traffic utilized for ML: device setup traffic (also referred to as
network layer signatures) and traffic from the normal operation of the
device (during interaction or idle states). Among these, normal opera-
tion traffic is more widely utilized than network layer signatures [18].
Traditional ML approaches have been extensively investigated for
their use in device classification. Studies [1,19-23] employed Ran-
dom Forest (RF) classifiers [24,25] and LogitBoost algorithms [26] and
achieved high accuracy rates (90-99%) with their testbed datasets. How-
ever, these models are limited to specific devices and lack generalizabil-
ity to future untested devices and diverse network configurations [1,2].
DL-based approaches, including Convolutional Neural Networks
(CNNs) and Recurrent Neural Networks (RNNs) [27,28], offer enhanced
feature learning capabilities with accuracy rates reaching 97-99%. How-
ever, these methods incur significant computational and memory over-
head [29,30], rendering them impractical for deployment on resource-
constrained home gateways where real-time processing is imperative.
FL has recently emerged as a promising paradigm for privacy-
preserving device classification. However, existing implementations
[31-33] predominantly evaluate performance on limited client config-
urations (3-5 clients) or through artificial dataset partitioning, thereby
failing to adequately address the substantial device diversity encoun-
tered across millions of BSP-managed networks.

2.2. Cyber attack detection

Cyber attacks in smart home networks can be divided into two
groups: (1) device-based cyber attacks and (2) attacks on smart home
networks as a networked system. Most research on smart homes and IoT
networks have focused on device-level attacks. In these studies, authors
collected datasets from testbeds after applying various attacks to devices
and then evaluated ML/DL algorithms for detection accuracy [34,35].
However, for BSPs, the primary concern lies with network-level attacks
and overall network performance - an area that has received compara-
tively little attention from researchers. In this section, we discuss the lit-
erature related to the latter, i.e., attacks on smart homes as a networked
system.

The performance of home networks can be significantly degraded
by cyber attacks. For example, attacks may flood the network with un-
wanted packets, thus, increasing packet delivery latency and reducing
throughput [36,37]. Traditional ML approaches targeted at identify-
ing network-level attacks demonstrate strong performance on standard-
ized datasets, with ensemble methods [38] and feature selection tech-
niques [39] achieving 96-99.9% accuracy on benchmarks including CI-
CIDS2017 and NSL-KDD. Specialized detection systems for botnets [40],
wormbhole attacks [41], and MITM threats [16,42] further illustrate ML’s
capabilities. These approaches still face generalization challenges across
diverse network environments [10,11].

DL approaches have advanced detection capabilities through sophis-
ticated neural architectures. For example, hybrid models that mix CNN
and Gated Recurrent Units (GRUs) [43] can reach about 99% accuracy.
In addition, systems for Software-Defined Wireless Networks [44] go
beyond detection by also automating the mitigation of spoofing attacks.
These methods offer enhanced feature learning but require substantial
computational resources.

FL-based detection systems [45-49] represent significant advance-
ments in privacy-preserving security. However, current systems use



M.M. Rahman et al.

general models that do not adapt to the specific needs and behaviors
of different smart homes. As a result, they often miss important oper-
ational issues when deployed on a large scale across various types of
building systems.

2.3. Discussion

The existing literature highlights a persistent gap between home net-
work security solutions evaluated on curated datasets and those needed
for deployment in large, diverse real-world environments. Conventional
ML and DL models typically assume access to extensive, centrally col-
lected traffic data from many homes. In practice, this assumption rarely
holds as large-scale data collection is costly and raises significant privacy
concerns. It also does not guarantee good generalization across house-
holds with different device mixes, usage patterns, and network configu-
rations. Results based on training and testing on the same dataset often
overestimate real-life performance. Even large centralized datasets tend
to work well only in environments that closely resemble the original
data source.

FL has emerged as a promising alternative because it allows models
to be trained locally while keeping raw traffic within each home. How-
ever, most FL-based studies in this area still rely on artificial client sim-
ulations, created by partitioning a single centralized dataset into mul-
tiple subsets. Such setups fail to capture the true heterogeneity of real
deployments, including variations in protocols, hardware, topology, and
background traffic. As a result, reported accuracies may not translate to
unseen environments, and the scalability of these approaches in opera-
tional networks remains unclear. Table 1 summarizes these limitations
of the related works.

This paper addresses these gaps by proposing a novel hybrid FL
framework specifically designed for BSP-managed smart home net-
works. Our approach demonstrates consistent performance across di-
verse network environments and introduces the first known application
of FL to address the performance limitations of traditional ML, DL, and
FL-based approaches in classifying smart home devices and detecting
cyber attacks in remote client networks.

3. Background and problem description

BSPs typically manage millions of client networks and face signif-
icant challenges in maintaining optimal network performance within
client networks. One of the primary requirements for BSPs is the ability
to accurately identify devices and detect cyber attacks. This allows them
to diagnose the root causes of network performance disruptions. To be
operationally useful, any analytics-based solution BSPs deploy must: (i)
give them timely visibility into device types and cyber attacks inside
each home; (ii) preserve subscriber privacy by keeping raw traffic in-
side the home; (iii) be generalizable across highly heterogeneous device
mixes, vendors and usage patterns; and (iv) scale to millions of house-
holds, which practically means that part of the solution will have to run
on existing, resource-constrained routers or gateways.

Conventional ML and DL approaches typically use the same dataset
for both training and testing to assess the accuracy of algorithms. In
practice, this centralized training paradigm conflicts with the above ar-
chitectural concerns. More specifically, it requires the creation of sep-
arate datasets for each home, all of which have to be sent to the BSP
network to be processed (training and testing) on a central server. Im-
plementing this technique in large-scale BSP networks requires collect-
ing large amounts of data from each client network, which is impractical
due to high costs and scalability issues.

An alternative approach involves developing a single large-scale
dataset that can be universally applied to classify devices and detect
cyber attacks across all client networks. However, this method does not
guarantee consistent performance in varying smart home networks. Au-
thors in [10,11] have demonstrated that training on one dataset fails
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to achieve high accuracy when tested on a different dataset. Their re-
search has shown classification accuracies falling to 20%-30% for vari-
ous attacks, despite achieving 99.99% accuracy when both training and
testing are performed on the same dataset. Table 2 is from [11] and
highlights these findings, where different data collection strategies and
feature extraction tools are used.

To investigate this challenge within the context of our work as de-
scribed in this paper, we have selected the UNSW HomeNet dataset [50]
and the ARP Spoofing Based MITM Attack Dataset [51]. These datasets
are notable for being generated through multiple testbeds involving real
smart home IoT and non-IoT devices. These properties make them the
largest labeled datasets available in this domain. These datasets are col-
lected using the same methodology, with a single tool employed to ex-
tract features from PCAP files. This mitigates concerns that the drop in
classification accuracy observed in [10,11] may have been due to dif-
ferences in data collection strategies between the datasets being com-
pared, or errors during data labeling. Using the UNSW HomeNet and
ARP Spoofing Based MITM Attack Datasets instead is likely to reflect
real-world network implementations more accurately.

The UNSW HomeNet dataset is specifically designed for smart home
device classification. It includes data from four distinct testbeds: CIC IoT
[55], UNSW IoT Traces [21], UNSW’s “Lab1” [50], and UNSW’s “Lab2”
[50]. In total, the dataset covers information from 105 devices. For our
analysis, we use the same classes for the training and testing. We train
the model on one testbed and evaluate its performance on others using
the RF algorithm, as recommended in [1].

Table 3 summarizes the results. These results confirm the known
challenge of poor generalization across heterogeneous environments.
The model has performed well when trained and tested on the same
dataset, but has dropped sharply when tested on different testbeds
(Fig. 1). For example, training on Lab 1 and testing on Lab 2 has re-
duced accuracy, precision, recall, and F1 score to 0.232, 0.262, 0.232,
and 0.172, respectively. Training on Lab 2 and testing on Lab 1 has
given slightly better results (0.302, 0.382, 0.302, and 0.281). In con-
trast, the CIC IoT dataset has achieved higher accuracy when tested on
Lab 1 (0.632) and Lab 2 (0.641), likely because these datasets share
common devices from the same manufacturers.

These findings underscore the inherent challenge in building a
general-purpose large-scale dataset for reliable device classification in
BSP client networks. Differences in device types, manufacturers, and
network configurations introduce significant variability that hinders
model generalization. This situation highlights the need for adaptive,
context-aware approaches to smart home device identification.

In another earlier study, we have also evaluated cross-dataset per-
formance on ARP spoofing-based MITM attacks using the XGBoost al-
gorithm [56]. The results, shown in Table 4, indicate a similar trend:
while the CIC IoT dataset [55] has performed moderately well due to
its larger volume and variety of device data, the other three datasets,
being relatively smaller, have yielded inconsistent results. Notably, the
UQ IoT IDS [57] and IoT Network Intrusion datasets [58] have demon-
strated high mutual accuracy, and the ARP PCAP Files [59] dataset has
performed well on both. These results highlight a critical uncertainty
in cyber attack detection in smart home environments. They show that
well-known scenarios present in the training dataset are detected accu-
rately, while unknown scenarios fail to be identified, as shown in Fig. 2.

In summary, the conventional approaches of training on a single
dataset and testing on others fail to meet the needs of BSPs. This is
mainly due to the inherent variability in client networks and device
types. As such, there is a need for an alternative approach to device
classification and cyber attack detection, which can adapt to diverse
and dynamic network environments. FL directly addresses these funda-
mental limitations as it: (1) eliminates the need for centralized data col-
lection by training models locally on client devices, preserving privacy
and reducing bandwidth. (2) enables the global model to learn from the
diverse data distributions across all participating households, naturally
improving generalization across heterogeneous environments.
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Table 1
Summary of related work in smart home device classification and cyber attack detection.
Ref. Task Device/Attack Method Dataset/Testbed Acc Limitation
Type
[1] RF 4 testbeds (105 devices); UNSW HomeNet 0.906 Most ML/DL studies report
[19] RF 31-device testbed; IoT Sentinel 0.95 strong accuracy on public or
[20] RF UNSW IoT Traces, S-IoT, D-IoT, L-NonloT 0.998 private testbeds, but the
[21] Device 10T & non-IoT Naive Bayes, RF 28-device testbed; UNSW IoT Traces 0.97 results do not reliably
[22] classification devices RF 26-device testbed; IoT IPFIX Records 0.96 generalize across
[23] LogitBoost 41-device testbed 0.998 heterogeneous smart-home
[27] CNN + RNN RedIRIS 0.996 networks. These approaches
[28] CNN, LSTM UNSW IoT Traffic 0.975 typically assume centralized
16 ARP fi XGB: CIC IoT, UQ IoT IDS, IoT N k 0.967 access to traffic (often raw
(el spooling 005t 0, »UQ o , [oT Networ . flows/packets), which is
Intrusion, ARP PCAP . .
. costly and raises privacy
[38] Multiple XGBoost CICIDS2017 0.999
Cyber attack X . concerns for BSP
[42] . MITM Gaussian Process Simulated MITM dataset 0.89 . .
detection . deployments; DL/hybrid
Regression
X methods are often too
[43] Multiple CNN + GRU Kaggle dataset 0.99
X . compute/memory heavy for
[52] Ping flood K-Means Private dataset 0.999 .
N real-time deployment on
clustering h
. o ome gateways.
[53] Various Decision Tree, TON_IoT 0.96
RF, XGBoost
[54] Various SVM NSL-KDD 0.99
[31] Device 10T & non-IoT FL + PCA N-BaloT, IoTSentinel, UNSW BoT-IoT 0.99 Mostly evaluated with few
[32] e . FL + DNN Aalto; UNSW ACM SOSR; UNSW IEEE 0.90 clients and/or simulated
classification  devices . . i
TMC clients via artificial
[33] FL + LSTM + LwHBench 0.97 partitioning of centralized
1D-CNN datasets, so real non-1ID
K household heterogeneity and
[45] Various FL + KNN IoT dataset 0.94
large-scale BSP deployment
[46] Cyber attack DDoS FL + DNN CICIoT2023 0.998 .
A X realism are not captured.
[47] detection Various FL + NN CICIDS2017 0.58-1.00
[48] Various FL + TCN + UNSW-NB15, EdgelloT, BoT-IoT 0.99
GAN

Here, LSTM = Long Short-Term Memory; SVM = Support Vector Machine; KNN = K-Nearest Neighbors; NN = Neural Network; DNN = Deep Neural Network;

TCN = Temporal Convolutional Network; GAN = Generative Adversarial Network; PCA = Principal Component Analysis.
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Fig. 1. Random Forest performance metrics for device classification: in-dataset vs mean cross-dataset accuracy.

Table 2

Model performance on Aposemat I0T-23 and Ton_IoT datasets [11].

ables BSPs to deploy accurate device classification and attack detection

models. These models adapt to the unique characteristics of each client

network while maintaining privacy and scalability.

Test
Train
Aposemat I0T-23 Ton_IoT
GBM  RF NN GBM  RF NN 4. Proposed FedHome framework
Aposemat IoT-23  0.999  0.999  0.994  0.634  0.605  0.439 . .
Ton IoT 0307 0308 0209 1000 1000 0951 _ Fig. 3 shows the f)verall archl?ecture of the proposed framework, :—%nd
Combined 0.999 0999 0990 1.000 1.000  0.99 Fig. 4 presents the implementation workflow. The framework consists

Here, GBM = Gradient Boosting Machine and NN = Neural Network

In the following section, we present our FL architecture, specifically
designed to overcome these identified challenges. This architecture en-

of three main components: an initial gateway model, a client model,
and a global model. To deploy the system, BSPs first set up a centralized
server and provide gateways to customers. The initial gateway and client
models run on the customer’s router or gateway, while the global model
is maintained on the BSP’s server.

The proposed framework works as follows.
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Fig. 2. XGBoost performance metrics for ARP spoofing-based MITM Attack detection: in-dataset vs mean cross-dataset Accuracy.
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Fig. 3. Architecture of the proposed federated learning framework for BSP-managed smart home networks.

Table 3
Random Forest performance metrics for device classification: in-dataset and
cross-dataset testing.

Training Datasets

Training Dataset Metrics
CIC IoT UNSW IoT Traces Lab 1 Lab 2
Accuracy 0.862 0.283 0.632 0.641
Precision 0.864 0.243 0.703 0.792
CIC IoT Recall 0.892 0.281 0.632 0.641
F1 Score 0.881 0.251 0.603 0.682
Accuracy 0.203 0.912 0.283 0.212
Precision 0.373 0.894 0.603 0.381
UNSWIoT Traces  p il 0203 0.892 0283  0.212
F1 Score 0.224 0.894 0.303 0.203
Accuracy 0.153 0.273 0.982 0.232
Lab 1 Precision 0.532 0.423 0.931 0.262
Recall 0.153 0.273 0.952 0.232
F1 Score 0.153 0.241 0.931 0.172
Accuracy 0.432 0.243 0.302 1.000
Lab 2 Precision 0.543 0.283 0.382 0.972
Recall 0.432 0.243 0.302 0.992
F1 Score 0.423 0.173 0.281 0.981

¢ BSPs gateway deployment with an initial gateway model: Ini-
tially, a gateway is deployed at each customer’s smart home premise.
This gateway, which is connected to the BSP’s main network, is
equipped with a lightweight module capable of collecting device-
specific information from the customer’s network. The module pro-
files the home network by implementing ARP spoofing-based data
collection techniques. These techniques are combined with ML or

custom-built algorithms that help to identify and classify connected
devices.

The use of ARP spoofing for these purposes comes with various
security and privacy concerns. These concerns include the poten-
tial abuse of spoofed ARP messages. They also include the exposure
of detailed IP-MAC mappings and sensitive network metadata. In
our implementation, the active scanning occurs only once during the
first connection to the gateway, minimizing network disruption. Cru-
cially, this process requires explicit customer consent before booting
up the gateway, ensuring compliance with privacy regulations. All
data processing occurs locally on the gateway, with no raw network
data transmitted to the BSP server.

Authors in [60] implemented an active network data extraction
method based on ARP spoofing in real-world smart home environ-
ments. Their study successfully collected data from 7942 devices
across 53 vendors and 13 device categories, achieving an identifi-
cation accuracy of 85%. Using the same method, our gateway sys-
tem is capable of extracting comparable information, including de-
vice names, port numbers, and communication protocols. This in-
formation is initially processed using a default built-in initial gate-
way model to classify devices. Based on this initial identification, the
gateway requests an appropriate client model from the BSP server for
accurate classification and security monitoring.

To build the initial gateway model, BSPs collect labeled device
data from their testbeds and selected volunteer client networks.
This data is used to train a device classification model using su-
pervised ML algorithms. Each gateway, embedded with this model,
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Table 4
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XGBoost performance metrics for ARP Spoofing-based MITM Attack detection: in-dataset and cross-
dataset testing [56].

Testing Datasets

Training Dataset Metric
CIC IoT UQ IoT IDS IoT Network Intrusion ARP PCAP Files
Accuracy 0.955 0.789 0.885 0.646
Precision 0.955 0.916 0.908 0.435
CIC IoT Recall 0955  0.789 0.885 0.646
F1 Score 0.955 0.840 0.896 0.520
Accuracy 0.503 0.940 0.951 0.663
Precision 0.750 0.949 0.905 0.439
UQ [oT IDS Recall 0.503 0.940 0.951 0.663
F1 Score 0.336 0.944 0.927 0.528
Accuracy 0.503 0.942 0.931 0.663
ToT Network Intrusion Precision 0.253 0.888 0.934 0.439
Recall 0.503 0.942 0.931 0.663
F1 Score 0.336 0.914 0.932 0.528
Accuracy 0.484 0.939 0.951 0.980
. Precision 0.306 0.888 0.905 0.981
ARP PCAP Files Recall 0484  0.939 0.951 0.980
F1 Score 0.333 0.912 0.927 0.980
Gateway Deployment with
Initial Model
Continuous Network P
<
Monitoring
No No

New Device Detected?

Yes i

Local Device Profiling

v

Send Device Signature
to BSP Server

Subscription Cancelled?

Yes

v

BSP Server: Match to Client
Group

v

v

Local Model Training

v

Send Model Update to Server

BSP Server: Send Appropriate
Client Model
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Fig. 4. Operational workflow of the federated learning framework.
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Table 5
List of selected features in UNSW HomeNet dataset.

Feature Name Description

SrcPort Source port number

DstPort Destination port number
InitBwdWinByts  Initial backward window size
FlowIATMin Min time gap between flow packets
FlowIATMax Max time gap between flow packets
BwdPktLenMax Max backward packet size
FlowDuration Total duration of the flow
FlowByts/s Bytes transferred per second
BwdPkts/s Backward packets per second
FwdPktLenMax Max forward packet size
PktLenMin Smallest packet length

PktLenMax Largest packet length

continuously monitors and collects real-time device data from smart
home environments. When a new or unknown device joins the net-
work, the gateway identifies it and sends a request to the BSP server.
The request asks for a new suitable client model tailored to the spe-
cific characteristics of that smart home.

¢ Client Model Distribution and Local Training: The BSP server acts
as a central coordinator, managing a large-scale dataset of detailed
device profiles, client network characteristics, and pre-trained global
models. Upon receiving a gateway’s request, the server classifies the
network into a group with similar device configurations and sends
the most appropriate client model. Thousands of client models are
maintained in the BSP server to address the diversity of smart home
environments. All clients with the same client model are considered
as a group. Once the gateway receives the client model, it deploys it
for advanced device classification and real-time cyber attack detec-
tion. The client model is trained on the local gateway using the smart
home’s data, ensuring privacy and minimizing raw data transmission
to the server.

e Federated Learning and Global Model Aggregation: After a pre-
defined training interval, the gateway sends only the updated model
parameters back to the BSP server. These updates are then aggre-
gated to refine and enhance the global model. The aggregation model
may vary for different client groups and will depend on the ML/DL
algorithms used in client networks. This process follows the stan-
dard FL paradigm, where multiple rounds of training are conducted
to incrementally improve the performance and generalizability of
the global model across diverse client environments.

5. Evaluation

To evaluate our framework, we used Flower [61] to train ML mod-
els and to implement FL with the above-mentioned scenarios. We chose
the Flower framework for its agnostic design, scalability, and efficient
communication, enabling seamless integration with TensorFlow and
PyTorch. It supports heterogeneous clients and non-Independent-and-
Identically-Distributed (non-IID) data, making it ideal for diverse IoT
environments.

We evaluated the performance of our proposed framework according
to three main criteria: i) device classification accuracy, ii) MITM attack
detection accuracy, and iii) computational resource usage for our client
networks and the amount of data to be sent to the BSP’s server. For that,
we chose two datasets to which we applied our framework, namely, the
UNSW HomeNet dataset [50] and the ARP Spoofing Based MITM Attack
Dataset [51].

In addition, we used the top 12 features of the UNSW HomeNet
dataset [1] and 25 features of the ARP Spoofing Based MITM Attack
Dataset [16], which were selected based on feature importance rank-
ings as described in the respective papers. These features are listed in
Tables 5 and 6 respectively.
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Table 6

List of selected features in ARP Spoofing Based MITM Attack dataset.
Feature Description

src_port Port number used by the source

dst_port Port number used by the destination

protocol Protocol used in the network flow

ip_version Internet Protocol version (IPv4/IPv6)

bidirectional_last_seen_ms
bidirectional_bytes
src2dst_bytes
dst2src_bytes
bidirectional_min_ps
bidirectional max_ps
src2dst_min_ps
src2dst_mean_ps
src2dst_max_ps
dst2src_min_piat_ms
dst2src_max_piat_ms
bidirectional_syn_packets
bidirectional_cwr_packets
src2dst_syn_packets
src2dst_psh_packets
src2dst_packets
application_name
application_is_guessed
application_confidence
requested_server_name

Timestamp of the last packet in bidirectional flow

Total bytes transferred in bidirectional flow

Byte count from source to destination

Byte count from destination to source

Smallest packet size in bidirectional flow

Largest packet size in bidirectional flow

Smallest packet size from source to destination

Average packet size from source to destination

Largest packet size from source to destination

Smallest inter-arrival time (ms) from destination to source
Largest inter-arrival time (ms) from destination to source
Total SYN packets in bidirectional flow

Total CWR packets in bidirectional flow

SYN packets sent from source to destination

PSH packets sent from source to destination

Packet count from source to destination
Traffic-generating application name

Indicator if the application is guessed

Confidence level in the application’s classification
Server name requested by the client

First, we split each lab testbed dataset into 10 subsets to maintain
statistical consistency. We achieved this by comparing mean, median,
and variance and validating distributions using histograms, box plots,
and the Kolmogorov-Smirnov test [62]. Our FL model was trained over
10 rounds to evaluate accuracy improvements. We utilized RF for device
classification and XGBoost for MITM attack detection on the client node.
This choice was justified by the demonstrated ability of these algorithms
to provide the best performance in classifying devices and detecting at-
tacks for the chosen datasets [1,16].

More importantly, our primary goal was to demonstrate how Fed-
Home can address shortcomings in centralized ML, particularly in real-
world routers and gateways. We could have used DL models like CNNs
or LSTMs, but they require much more memory and processing power.
That would not be practical for typical home routers. Instead, we fo-
cused on models that balance accuracy with real-world deployability.
This ensures our FL approach can scale across millions of homes with-
out needing hardware upgrades.

In addition, we used the FedAvg aggregation technique on the server.
FedAvg updates the global model by computing a weighted average of
locally trained models from distributed clients. Eq. (1) shows the Fe-
dAvg algorithm, where the global model w is computed as a weighted
average of the local models w,, based on the proportion of data samples
contributed by each client:

w=3 "%, €b)

e K is the total number of participating clients (or devices) in the FL
round.

e ke {l,2,...,K} indexes each individual client.

¢ n, represents the number of data samples held by client k.

o n= 215:1 n, denotes the total number of data samples across all
clients.

The term “data size” in this context refers specifically to the number
of training samples available on each client device, rather than memory
size or data collection duration.

In our study, the number of clients K varied depending on the spe-
cific task. For device classification, we set K = 2, corresponding to the
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two datasets Lab 1 and Lab 2, and K =4 for Lab 1, Lab 2, Lab 3, and
Lab 4 in scenario 5. Each lab acted as a separate client in the FL frame-
work, and their respective local models w, are aggregated proportion-
ally based on the number of training samples n, they contain. For MITM
attack detection, we set K = 4, where each dataset, CIC IoT, UQ IoT IDS,
IoT Network Intrusion, and ARP PCAP Files, is treated as an individual
client.

For each criterion, we describe the evaluation approach and present
the corresponding results.

5.1. Evaluation of device classification

Smart home networks vary in terms of device types, models, and
manufacturers. To assess our model’s adaptability, we designed multiple
scenarios by changing device types, models, and manufacturers that re-
flected different smart home configurations. Since the UNSW HomeNet
dataset does not contain ARP-based information for grouping testbeds
based on similar devices, we assumed that the method proposed in [60]
can accurately identify initial devices in the network. We used Lab 1
and Lab 2 data from the UNSW HomeNet Dataset for this analysis, as
both testbeds have similar device types, with the exception of Zigbee
devices. This assumption allowed our global model to correctly assign
the appropriate client model in the gateways. Instead of applying our
framework to the entire dataset, we designed distinct smart home sce-
narios that reflect realistic and diverse real-world environments. These
scenarios were selected to evaluate how well our framework general-
izes to practical deployment settings with varying network conditions
and device profiles. These scenarios are described below:

1. Smart homes with similar device types but different manufac-
turers and at least one uncommon device type: In this scenario,
smart homes have a different number of device types, but the smart
home with the largest number of device types includes all device
types present in the other homes. We used Lab 1 and Lab 2 as
testbeds, which contained similar device types. The primary differ-
ence was that Lab 2’s devices were a subset of Lab 1, with Lab 1
including an additional Zigbee hub. Additionally, all devices in both
testbeds originated from different manufacturers. This setup simu-
lated a common real-world scenario in which similar sets of devices
from various brands coexist within smart homes.

2. Smart homes with similar device types but different manufac-
turers: In this scenario, we removed the Zigbee hub from Lab 1 to
evaluate the model’s performance when all smart homes contain the
same device types but from different manufacturers. This setup simu-
lated a common real-world scenario where similar devices from var-
ious brands exist within smart homes.

3. Smart homes with the same device types and manufacturers
but different models: To create this scenario, we selected devices
that appear multiple times in the testbeds (Lab 1 and Lab 2). We
then split these devices into two groups, representing different smart
homes, and analyzed the model’s performance in distinguishing de-
vices of the same type and manufacturer but with different models.
This setup simulated a common real-world scenario where similar
devices but different models from the same brands exist within smart
homes. This scenario evaluated how well our FL model generalizes
across devices with minimal variations in hardware or firmware.

4. Smart homes with identical device types, manufacturers, and
models: Similar to the previous scenario, we split Lab 1 and Lab 2
devices into two groups, ensuring that both testbeds contained iden-
tical devices from the same manufacturer and model. This setup sim-
ulated a common real-world scenario where the same devices from
the same brands exist within smart homes. This scenario served as a
baseline to measure the highest expected performance, as all devices
should have near-identical network characteristics.

5. Smart homes with identical device types distributed across dif-
ferent physical testbeds: In this scenario, we created four synthetic
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smart homes by randomly selecting devices of the same five types
(Audio, Camera, Bulb, Smart Plug, and PC) from all four testbeds
(Lab 1, Lab 2, CIC IoT, and UNSW IoT Traces). We named these syn-
thetic homes as Lab 1, Lab 2, Lab 3, and Lab 4. Each synthetic home
has the same set of device types, but the actual devices come from
different original testbeds. As a result, they reflect different environ-
ments and deployment conditions. This scenario tested how well our
FL model performs when device types are consistent across homes,
but the physical devices come from diverse locations and contexts,
similar to real deployments in different households.

A detailed comparison of performance across the five scenarios is
presented in Table 7. Recall that our evaluations of the Lab 1 and Lab
2 datasets (which contain similar device types but varied manufactur-
ers) using traditional ML methods resulted in low cross-dataset accuracy
(below 20%, see Table 3). However, Table 7 shows that when our FL
approach was applied to Scenario 1, accuracy improved dramatically,
with an overall server accuracy of 0.860 + 0.052 (95% Confidence Inter-
val (CI) ~ [0.814, 0.906]), i.e., a mean accuracy in the mid-80% range
across rounds. This is a remarkable result. FL is particularly known for its
superior performance in scalability and privacy preservation. But here,
we also achieved substantial and statistically significant gains in accu-
racy. We attribute this to the ability of FL to deal much more effectively
with local models as heterogeneous as smart homes than traditional ML
methods.

In the second scenario, after removing the Zigbee hub to harmonize
device types, the model maintained strong performance. Across 10 FL
rounds, the server accuracy averaged 0.832 + 0.062, with most rounds
above 80%, demonstrating its resilience in environments with brand-
level variations.

For the third scenario, we isolated devices of the same type and man-
ufacturer but different models. After 10 rounds, the model achieved an
average server accuracy of 0.872 + 0.064 (high-80% range), indicating
strong sensitivity to intra-brand variation and highlighting the benefits
of FL in learning fine-grained device distinctions.

In the fourth scenario, we expanded the test using devices from the
same manufacturer and similar models across a broader range of types.
Even in this more generalized setting, the model maintained an over-
all server accuracy of 0.842 + 0.032 (mid-80% range), confirming its
robustness and scalability across diverse configurations.

In the fifth Scenario, where identical device types are distributed
across four physical testbeds, the framework achieved its best perfor-
mance. The server reached an overall accuracy of 0.932 + 0.012 with a
very tight 95% CI of approximately [0.921, 0.943]. Individual labs also
performed strongly, with mean accuracies ranging from 0.902 (Lab 1)
to 0.962 (Lab 4), showing that our FL model generalized well when the
same device types were deployed in different environments.

All metrics were computed over five independent runs per scenario,
and the reported means, standard deviations, and 95% Cls were aver-
aged over these five repetitions. The statistical analysis confirmed strong
model stability across all five scenarios. Overall server accuracy exhib-
ited low standard deviations, ranging from 0.012 (Scenario 5) to 0.064
(Scenario 3). The corresponding 95% CIs for server accuracy lie ap-
proximately between 0.814 and 0.943 across all scenarios, providing
tight and reliable performance bounds. Notably, Scenario 5 combined
the highest accuracy (0.932) with the lowest variability (SD = 0.012).
Scenario 4 also showed low variability (SD = 0.032). These results un-
derscore the stability of our FL approach in handling diverse smart home
configurations. Apart from a few early rounds in Scenarios 2 and 3, the
per-round server standard deviations remained below 0.15, indicating
stable convergence behavior throughout the federated training process.

We also evaluated three additional aggregation models: FedProx,
FedNova, and Scaffold, to assess the accuracy of device classification.
These models displayed lower accuracy compared to FedAvg. Fig. 5 il-
lustrates the device classification accuracy for all four aggregation mod-
els across different rounds for scenarios 1-5.
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Table 7

Device classification performance across federated learning rounds (FedAvg) — 5 runs average accuracy.
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(a) Scenario 1: Smart homes with similar device types but different manufacturers and at least one uncommon device type

Class/Device Selection

Round

Lab1

Lab 2

Server

Mean * SD (95% CI)

Mean =+ SD (95% CI)

Mean *+SD (95% CI)

Lab 1: Google Home Mini, Philips Hue Bridge,
LIFX Bulb 1, Raspberry Pi4 1, Windows Razor, TP
Link Router, TP Link Security Camera 1, TP Link
Security Camera 2, Aiwit Video Doorbell 1, Aiwit
Video Doorbell 2

Lab 2: Amazon Alexa Echo Dot, EVIZ Security
Camera, IP LAN Security Camera, MI Security
Camera, Raspberry Pi4 2, OpenWRT Router, Ring
Video Doorbell

O O NOU A WN -

—_
(=}

0.940+0.011 (+0.010)
0.772+0.160 (+0.140)
0.872+0.014 (+0.012)
0.742+0.064 (+0.056)
0.842+0.031 (+0.027)
0.812+0.091 (+0.080)
0.772+0.120 (+0.105)
0.842+0.113 (+0.099)
0.812+0.054 (+0.047)
0.842+0.110 (*+0.096)

0.940+0.012 (+0.011)
1.000+0.003 (£0.003)
0.880+0.013 (+0.011)
0.820+0.064 (*+0.056)
0.880+0.032 (+0.028)
0.942+0.093 (+0.081)
0.942+0.122 (+0.107)
1.000+0.112 (£0.098)
0.880+0.052 (*+0.046)
1.000+0.112 (+0.098)

0.940+0.012 (+0.011)
0.848+0.113 (£0.099)
0.876+0.012 (+0.011)
0.772+0.044 (+0.039)
0.852+0.022 (+0.019)
0.852+0.072 (*+0.063)
0.832+0.084 (+0.074)
0.902+0.082 (+0.072)
0.832+0.034 (*+0.030)
0.902+0.082 (*+0.072)

Overall

0.812+0.064 (+0.056)

0.928+0.070 (+£0.061)

0.860+0.052 (+0.046)

(b) Scenario 2: Smart homes with similar device types but different manufacturers

Class/Device Selection

Round

Lab1

Lab 2

Server

Mean + SD (95% CI)

Mean *SD (95% CI)

Mean +SD (95% CI)

We removed all rows for from Lab 1. Now,
device types are the same in Lab 1 and Lab 2, but
devices are different except for one bulb.

Lab 1: Google Home Mini, LIFX Bulb 1, Raspberry
Pi4 1, Windows Razor, TP Link Router, TP Link
Security Camera 1, TP Link Security Camera 2,
Aiwit Video Doorbell 1, Aiwit Video Doorbell 2
Lab 2: Amazon Alexa Echo Dot, EVIZ Security
Camera, IP LAN Security Camera, MI Security
Camera, Raspberry Pi4 2, OpenWRT Router, Ring
Video Doorbell

O ONO U A WN -

—_
(=}

0.782+0.112 (+0.098)
0.742+0.182 (+0.159)
0.742+0.102 (+0.089)
0.812+0.011 (+0.010)
0.852+0.021 (+0.018)
0.742+0.142 (+0.124)
0.932+0.013 (+0.011)
0.482+0.372 (+0.326)
0.812+0.052 (*+0.046)
0.742+0.182 (+0.159)

0.942+0.112 (+0.098)
1.000+0.181 (+0.158)
0.882+0.102 (*+0.089)
0.822+0.011 (*+0.010)
0.882+0.022 (+0.019)
0.942+0.141 (+0.124)
0.942+0.012 (+0.011)
1.000+0.372 (£0.326)
0.882+0.052 (*+0.046)
1.000+0.181 (+0.158)

0.842+0.083 (+0.073)
0.842+0.132 (£0.115)
0.802+0.073 (*0.064)
0.822+0.011 (*+0.010)
0.862+0.015 (+0.013)
0.822+0.102 (*+0.089)
0.932+0.011 (%+0.010)
0.682+0.262 (*=0.230)
0.842+0.034 (*+0.030)
0.842+0.132 (+0.115)

Overall

0.762+0.123 (£0.107)

0.932+0.064 (+0.056)

0.832+0.062 (+0.054)

(c) Scenario 3: Smart homes with the same device types and manufacturers but different models

Lab 2

Server

Mean + SD (95% CI)

Mean +SD (95% CI)

Mean +SD (95% CI)

0.942+0.012 (+0.011)
0.892+0.023 (+0.020)
1.000+0.003 (+0.003)
0.782+0.102 (+0.089)
0.832+0.122 (+0.107)
0.942+0.132 (+0.116)
0.892+0.221 (+0.194)
0.832+0.011 (+0.010)
0.892+0.162 (+0.142)
0.892+0.082 (+0.072)

Class/Device Selection Round Lab1
1
2
3
Lab 1: Pi_1, Aiwit_VideoDoorbell 1, ;
TP_Link_SecurityCamera_1, WiFiBulb_1 6
Lab 2: Aiwit_VideoDoorbell_2, ”
TP_Link_SecurityCamera_2, Pi_2, Lifx_bulb_2 s
9
10
Overall

0.882+0.064 (+0.056)

1.000+0.003 (£0.003)
0.922+0.023 (+0.020)
0.922+0.064 (*0.056)
0.922+0.102 (*+0.089)
1.000+0.122 (+0.107)
0.752+0.132 (+0.116)
0.582+0.221 (+0.194)
0.832+0.012 (+0.011)
0.672+0.162 (+0.142)
1.000+0.082 (+0.072)
0.862+0.142 (+£0.124)

0.972+0.010 (+0.009)
0.902+0.016 (+0.014)
0.972+0.044 (*+0.039)
0.832+0.073 (+0.064)
0.902+0.084 (+0.074)
0.872+0.092 (+0.081)
0.772+0.153 (+0.134)
0.832+0.011 (%+0.010)
0.802+0.112 (+0.098)
0.932+0.062 (*+0.054)
0.872+0.064 (+0.056)

(d) Scenario 4: Smart homes with identical device types, manufacturers, and models

Class/Device Selection

Round

Lab 1

Lab 2

Server

Mean + SD (95% CI)

Mean + SD (95% CI)

Mean + SD (95% CI)

Lab 1: Amazon Alexa Echo Dot 1, Yi Indoor
Camera, Philips Hue Bridge, LIFX Bulb 1,
Raspberry Pi4 2GB, Teckin Plugl, Android Phone,
Aiwit Video Doorbell 1

Lab 2: Amazon Alexa Echo Dot 2, Yi Indoor2
Camera, Philips Hue Bridge, LIFX Bulb 2,
Raspberry Pi4 2GB, Teckin Plug2, Samsung
Galaxy Tab, Aiwit Video Doorbell 2

O 0O NGB WN =

10

0.922+0.082 (+0.072)
0.812+0.082 (+0.072)
0.862+0.064 (*+0.056)
0.692+0.132 (+0.116)
0.832+0.102 (+0.089)
0.832+0.072 (+0.063)
0.812+0.042 (+0.037)
0.782+0.112 (+0.098)
0.862+0.021 (+0.018)
0.812+0.013 (+0.011)

0.802+0.082 (+0.072)
0.932+0.082 (+0.072)
0.772+0.064 (*+0.056)
0.872+0.132 (+0.116)
0.972+0.102 (=0.089)
0.932+0.072 (+0.063)
0.872+0.042 (+0.037)
0.932+0.112 (+0.098)
0.832+0.022 (+0.019)
0.802+0.013 (+0.011)

0.862+0.064 (*0.056)
0.862+0.064 (+0.056)
0.822+0.044 (*+0.039)
0.772+0.092 (+0.081)
0.892+0.072 (+0.063)
0.882+0.052 (+0.046)
0.832+0.032 (*0.028)
0.852+0.082 (+0.072)
0.852+0.015 (+0.013)
0.802+0.012 (+0.011)

Overall

0.822+0.052 (+0.046)

0.872+0.072 (+£0.063)

0.842+0.032 (+0.028)

Overall, these results underscore the strength of our FL-based ap-
proach in accurately classifying devices under varying conditions, while
maintaining narrow Cls and low variability across all five scenarios.

5.2. Cyber attack detection

For cyber attack detection, we evaluated our model using the ARP
Spoofing Based MITM Attack Dataset, which includes data from four

testbeds with varying device counts, locations, and network configura-
tions. This diversity allowed us to assess the generalization capability of
our approach across heterogeneous smart home networks.

We used the same FL setup as in the device classification experiments
and repeated each attack-detection experiment 5 times. Table 8 reports
the mean accuracy, standard deviation, and 95% CIs for each round,
both per testbed and at the server. The FL framework achieved a mean



M.M. Rahman et al.

Table 7

Continued of Table 7

(e) Scenario 5: Smart homes with identical device types distributed across different physical testbeds

Lab 2 Lab 3 Lab 4 Server

Lab 1

Round

Class/Device Selection

Mean = SD (95% CI)

Mean + SD (95% CI)

Mean +SD (95% CI)

Mean +SD (95% CI)

Mean +SD (95% CI)

0.922+0.043 (+0.038) 0.982+0.042 (+0.037) 0.982+0.023 (+0.020) 0.952+0.023 (+0.020)

0.912+0.023 (+0.020)

1

Lab 1: Amazon Echo Dot (Lab 1), Amazon Echo Show, TP-Link
Security Camera 1, LIFX Bulb 1, Raspberry Pi4 2GB, GoSund

Smart Plug WP2(1)

0.962+0.032 (+0.028) 0.962+0.032 (+0.028) 0.962+0.012 (+0.011) 0.952+0.012 (+0.011)

0.912+0.021 (+0.018)

0.982+0.043 (+0.038) 0.932+0.042 (+0.037) 0.952+0.023 (+0.020) 0.942+0.023 (+0.020)

0.912+0.022 (+0.019)

0.892+0.032 (+0.028) 0.922+0.032 (+0.028) 0.942+0.012 (+0.011) 0.922+0.012 (=0.011)

0.932+0.021 (+0.018)

Lab 2: Amazon Alexa Echo Dot 1, Amazon Alexa Echo Studio,

0.912+0.043 (+0.038) 0.902+0.032 (+0.028) 0.972+0.023 (=0.020) 0.932+0.023 (=0.020)

0.922+0.022 (+0.019)

5

TP-Link Security Camera 2, LIFX Bulb 2, Raspberry Pi4 2GB,

GoSund Smart Plug WP2(2)

0.962+0.032 (+0.028) 0.962+0.032 (+0.028) 0.942+0.023 (+0.020) 0.942+0.012 (+0.011)

0.922+0.021 (+0.018)

0.922+0.043 (+0.038) 0.972+0.042 (+0.037) 0.932+0.023 (+0.020) 0.932+0.023 (+0.020)

0.902+0.022 (+0.019)

Lab 3: Amazon Alexa Echo Dot 2, TP-Link Day Night Cloud

0.882+0.032 (+0.028) 0.892+0.032 (+0.028) 0.972+0.012 (=0.011) 0.912+0.012 (=0.011)

0.892+0.021 (+0.018)

8

Camera, LIFX Light Bulb, Raspberry Pi4 2GB, GoSund Smart Plug

WP2(3), GoSund Smart Plug WP3(2)

0.892+0.043 (+0.038) 0.952+0.042 (+0.037) 0.972+0.023 (+0.020) 0.922+0.023 (*=0.020)

0.872+0.022 (+0.019)

0.952+0.043 (+0.038) 0.902+0.032 (+0.028) 0.952+0.023 (+0.020) 0.922+0.012 (+0.011)

0.882+0.022 (+0.019)

10

Lab 4: Amazon Echo, Amazon Alexa Echo Spot, TP-Link Tapo
Camera, LIFX Smart Bulb, Raspberry Pi4 8GB, GoSund Smart

Plug WP3(1)

0.902+0.022 (*=0.019) 0.932+0.043 (=0.038) 0.942+0.032 (*=0.028) 0.962+0.023 (+=0.020) 0.932+0.012 (+0.011)

Overall

10
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server accuracy of 85.4% (0.854+0.049, 95% CI +0.043). Server accu-
racy stayed between 0.803 and 0.962 across the 10 rounds, indicating
consistently strong detection performance.

Across individual testbeds, three datasets (CIC IoT, UQ IoT IDS, and
IoT Network Intrusion) achieved overall mean accuracies close to 88%
(0.882, 0.880, and 0.884, respectively). The ARP PCAP Files dataset
performed lower at 66.0% on average (0.660+0.247, 95% CI +0.216),
reflecting its higher variability and more challenging distribution. No-
tably, in Round 10, all four testbeds reached accuracies above 83.3%.
As expected, we saw larger fluctuations in the ARP PCAP Files dataset,
where accuracy ranged from 25.3% in Round 6 to 100% in Rounds 9
and 10, and in the UQ IoT IDS dataset, which varied between 60.1%
and 100%. These variations arose from the non-IID nature of the dis-
tributed smart home data, where the local data available in a given
round may contain attack patterns or network conditions that differed
from the global model’s learned distribution.

Despite this, the FedAvg algorithm successfully mitigated these fluc-
tuations through weighted aggregation of model updates, ensuring that
temporary client-level performance dips did not compromise the overall
system security. The server maintained consistent performance across
all rounds, demonstrating the framework’s resilience to localized data
variations. This characteristic made the approach particularly suitable
for real-world deployment scenarios where network heterogeneity and
temporary anomalies commonly occur.

Similar to device classification, we also evaluated FedProx, FedNova,
and Scaffold aggregation models to assess the accuracy of ARP spoofing-
based MITM attack detection. These models displayed lower accuracy
compared to FedAvg in this scenario as well. Fig. 6 illustrates the accu-
racy for all four aggregation models across different rounds.

5.3. Resource usage efficiency

In addition to assessing the performance of device classification
and cyber attack detection, it is essential to evaluate the resource re-
quirements of our approach. We analyzed the Central Processing Unit
(CPU) and memory requirements to determine if our method can be
implemented on existing gateways. Furthermore, we also examined the
amount of data that needs to be transferred to the central server of the
BSPs.

According to the Australian Competition and Consumer Commission
(ACCCQ), Australia hosts approximately 8.8 million smart home users,
distributed among various BSPs. Telstra [63] accounts for the highest
number of users, with 3,464,672 households. Aussie Broadband [64]
has the lowest number of users, with 750,188 users [65]. The aver-
age monthly data usage per household is 450 GB, which is projected
to increase to 1 TB per household by 2030 [66]. Given the current 450
GB monthly usage and an average packet size of 1500 bytes [67], it
is estimated that approximately 11 million packets are transmitted per
household per day, translating to 15 GB of daily data traffic. This under-
scores the immense volume of data processed through BSPs, rendering
the storage of raw network data for each household impractical.

To evaluate the computational efficiency of our proposed frame-
work, we divided the datasets into 10 subsets and generated synthetic
data using the make_classification function [68] from the Scikit-learn
library when the dataset contained fewer than 1,000,000 rows. This
threshold was chosen to ensure a sufficient sample size for meaning-
ful performance evaluation and statistical relevance of the results. This
is particularly important when simulating large-scale, real-world IoT en-
vironments. These experiments were conducted on a Raspberry Pi 4
equipped with 8 GB RAM and a Quad-core ARM Cortex-A72 (64-bit)
@ 1.5GHz processor. We, then, measured CPU and memory usage by
processing 100,000 packets per round for each testbed. For a 100,000-
row dataset (1.3 MB of data), the proposed method consumed 330 MB of
memory and required 3330 s for processing. The final model update sent
to the BSP server was only 0.62 KB in size, meaning that each household
would transmit just 66 KB per day.
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Fig. 5. Comparison of device classification Accuracies for FedAvg, FedProx, FedNova, and Scaffold across Scenarios 1-5 in the server. (a) Performance across different
rounds for FedAvg, FedProx, FedNova, and Scaffold in scenario 1. (b) Performance across different rounds for FedAvg, FedProx, FedNova, and Scaffold in scenario
2. (¢) Performance across different rounds for FedAvg, FedProx, FedNova, and Scaffold in scenario 3. (d) Performance across different rounds for FedAvg, FedProx,

FedNova, and Scaffold in scenario 4.

Traditional centralized processing requires approximately 15 GB of
daily data transmission per household [65,66]. Our federated approach
reduces this by 99.99%, demonstrating superior communication effi-
ciency. Computationally, our solution shows substantial improvement
over ML alternatives that require 1-6 GB of memory for similar IoT
classification tasks [1]. Our approach uses approximately half the mem-
ory compared to other FL implementations that report 520 MB mem-
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ory usage in constrained environments [31]. Furthermore, existing FL
approaches are not specifically designed for BSP-managed smart home
deployments and require additional analysis before being deployable at
scale in BSP smart home environments.

To assess feasibility within existing BSP infrastructure, we reviewed
common smart home router hardware and grouped devices into three
tiers. Low-end routers usually have a single-core CPU (600-900 MHz),
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ARP spoofing-based MITM attack detection performance across federated learning rounds (FedAvg) - 5 runs average accuracy.

Round CIC IoT

UQ IoT IDS

IoT Network Intrusion

ARP PCAP Files

Server

Mean =+ SD (95% CI)

Mean = SD (95% CI)

Mean = SD (95% CI)

Mean = SD (95% CI)

Mean = SD (95% CI)

0.900+0.004 (+0.004)
0.900+0.002 (+0.002)
0.852+0.038 (+0.033)
0.872+0.022 (+0.019)
0.900+0.003 (+0.003)
0.923+0.011 (+0.010)
0.901+0.003 (+0.003)
0.921+0.012 (+0.011)
0.793+0.092 (+0.081)
0.872+0.023 (+0.020)

= O 0N U A~ WN -

(=]

0.602+0.210 (+0.184)
1.000+0.003 (£0.003)
1.000+0.001 (£0.001)
0.601 +£0.283 (+0.248)
1.000+0.002 (£0.002)
1.000+0.002 (+0.002)
1.000+0.002 (£0.002)
0.801+0.143 (+0.125)
0.800+0.003 (+0.003)
1.000+0.001 (£0.001)

0.672+0.192 (+0.168)
1.000+0.002 (£0.002)
1.000+0.001 (£0.001)
1.000+0.001 (+0.001)
0.672+0.243 (+0.213)
0.671+0.241 (+0.212)
1.000+0.002 (£0.002)
1.000+0.002 (+0.002)
1.000+0.003 (+£0.003)
0.833+0.121 (+0.106)

0.751+0.108 (+0.095)
0.502+0.353 (+0.310)
0.752+0.073 (+0.064)
0.601+0.142 (+0.125)
0.503£0.284 (+0.249)
0.253+0.352 (+0.309)
0.752+0.071 (+0.062)
0.501£0.281 (+0.247)
1.000+0.002 (+0.002)
1.000+0.002 (£0.002)

0.840+0.131 (+0.115)
0.882+0.222 (+0.195)
0.803+0.110 (+0.096)
0.822+0.178 (+0.156)
0.862+0.200 (+0.175)
0.861+0.313 (+0.275)
0.821+0.108 (+0.095)
0.881+0.218 (+0.191)
0.823+0.102 (+0.089)
0.962+0.083 (+0.073)

Overall 0.882+0.043 (+0.038)

0.880+0.183 (+0.160)

0.884+0.164 (+0.144)

0.660+0.247 (+0.216)

0.854+0.049 (+£0.043)
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Fig. 6. Comparison of ARP spoofing-based MITM attack detection Accuracies
for FedAvg, FedProx, FedNova, and Scaffold across rounds.

64-128 MB RAM, and 8-16 MB flash storage. Mid-range routers often
provide dual-core CPUs (800-1400 MHz), 128-512MB RAM, and 16-
128 MB NAND/flash storage. High-end routers are more capable, with
quad-core CPUs (1.4-2.2GHz), 512MB-2 GB DDR3/DDR4 RAM, and
256 MB-1 GB flash/eMMC.

Our Raspberry Pi tests show the system uses about 330 MB of mem-
ory when handling 100,000 packets per round. This level works well
on high-end routers and upper mid-range models with 512 MB of RAM.
For typical mid-range or budget routers with less memory, we can ad-
just by using smaller packet batches each round. For example, process-
ing 25,000 packets at a time would lower the memory use to around
80-90 MB just for the data. Including system overhead, total memory
would likely stay under 150 MB. This change may mean we run training
rounds a bit more often to keep accuracy high. BSPs can also provision or
customize gateway hardware when large-scale deployment is required.

5.4. Limitations

This study has several limitations, including:

1. The experiments were conducted on a limited number of lab testbeds
and public datasets. As a result, the findings may not fully represent
the diversity of real-world smart home deployments.

2. The security evaluation focused only on ARP spoofing-based MITM
attacks. Other common smart home attack types (such as DoS, eaves-
dropping, spoofing, and wormhole) were not included and are left
for future work.

3. In the evaluated scenarios, FedAvg emerged as the best-performing
aggregation method. However, the optimal aggregation strategy may
vary across testbeds, ML/DL models, datasets, and attack types.
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Therefore, conclusions about aggregation performance may not be
generalizable to all settings.

4. We conducted practical experiments using a Raspberry Pi 4. How-
ever, we still need to evaluate our approach on actual residential
routers or gateways.

6. Conclusion and future work

The rapid proliferation of IoT devices has fundamentally reshaped
smart home networks, introducing both convenience and complexity.
Performance disruptions have become a common issue, leading to a
high volume of complaints to BSPs. However, BSPs often struggle to
determine whether these disruptions stem from legitimate causes or are
the result of cyber attacks. Accurate identification of devices and detec-
tion of malicious activity are, therefore, essential for diagnosing the root
causes of such disruptions. Existing solutions in the literature, however,
fall short due to the diverse and heterogeneous nature of smart home
environments.

This paper proposes a novel framework based on FL for IoT device
classification and attack detection, addressing critical limitations of cen-
tralized approaches. Traditional models send raw network data to a cen-
tral server for training. In contrast, our FL approach trains models lo-
cally on client devices and shares only the updated parameters with the
BSP server. This significantly reduces communication overhead while
preserving user privacy.

Our experiments show that the proposed method achieves over 80%
accuracy in device classification across diverse testbeds with different
device types, vendors, and network setups. It also performs strongly
in detecting MITM attacks, maintaining reliable results even in cross-
dataset tests. This accuracy is much higher than traditional ML methods,
proving that FL can effectively handle highly varied local models like
those found in smart homes.

Furthermore, resource usage analysis confirms that the method is
both lightweight and efficient. It successfully operates on constrained
edge devices like the Raspberry Pi 4. With only 66 KB of daily data
transmission per household, the proposed approach offers a scalable and
deployable solution for BSPs aiming to secure and manage large-scale
smart home infrastructures.

To overcome the limitations of our current study, future work will
focus on:

1. Expanding to additional testbeds: We plan to conduct experiments
across more diverse testbeds involving a wider variety of IoT device
types, manufacturers, and network behaviors. We also aim to imple-
ment ARP-based techniques to group client networks. These imple-
mentations will enhance our model’s acceptance for real networks.

2. Broadening attack coverage: In this study, we only evaluated ARP
spoofing-based MITM attacks. Future work will extend the frame-
work to multi-attack settings to assess how well the model general-
izes across different threat categories.
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3. Adaptive model update scheduling: We intend to introduce

adaptive scheduling mechanisms that determine model update fre-
quency based on client activity, data volume, or the detection of
anomalies.

. Real-world deployment with BSPs: Future work includes testing
the system in live environments in collaboration with BSPs. We plan
to run live trials with BSP partners using an OpenWRT-based router
or gateway that has the FL framework preinstalled. As part of these
pilots, we will also move beyond our current Raspberry Pi 4-based
prototype and evaluate the framework on a range of routers or gate-
ways, including high-, mid-, and low-tier devices, to understand re-
source usage and performance on more constrained hardware. Units
will be distributed to volunteer smart-home users, installed in their
homes, and exercised under normal conditions before any large-
scale rollout. During this pilot, we will evaluate user impact, real-
time responsiveness, model stability across rounds, and the opera-
tional feasibility of running and managing the system in production

networks.
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